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CVE CVE-2023-2017
State PUBLIC
Assigner info@starlabs.sg

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-17 11:15:00 UTC
Updated 2023-04-28 14:27:00 UTC
Description Server-side Template Injection (SSTI) in Shopware 6 (<= v6.4.20.0, v6.5.0.0-rc1 <= v6.5.0.0-rc4), affecting both shopware/:

/ |

1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Shopware Shopware 6.5.0.0 rci All All
Application Shopware Shopware 6.5.0.0 rc2 All All
Application Shopware Shopware 6.5.0.0 rc3 All All
Application Shopware Shopware All All All All

References
Reference Source Link
(CVE-2023-2017) Shopware 6 Server-side Template Injection (SSTI) via Twig Security Extension | STAR Labs MISC starlabs.sg
Improper Control of Generation of Code in Twig rendered views - Advisory - shopware/platform - GitHub MISC github.com
Shopware 6 - Security Updates - Security Update 04/2023 MISC docs.shopware
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
l | S|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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