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Two vulnerabilities in Cisco ISE could allow an authenticated, remote attacker to upload arbitrary files to an affected device
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Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cisco Identity Services Engine 2.7.0 - All All
Cisco Identity Services Engine 2.7.0 patch All All
Cisco Identity Services Engine 2.7.0 patch2 All All
Cisco Identity Services Engine 2.7.0 patch3 All All
Cisco Identity Services Engine 2.7.0 patch4 All All
Cisco Identity Services Engine 2.7.0 patch5 All All
Cisco Identity Services Engine 2.7.0 patch6 All All
Cisco Identity Services Engine 2.7.0 patch7 All All
Cisco Identity Services Engine 2.7.0 patch8 All All
Cisco Identity Services Engine 2.7.0 patch9 All All
Cisco Identity Services Engine 3.0.0 - All All
Cisco Identity Services Engine 3.0.0 patch All All
Cisco Identity Services Engine 3.0.0 patch2 All All
Cisco Identity Services Engine 3.0.0 patch3 All All
Cisco Identity Services Engine 3.0.0 patch4 All All
Cisco Identity Services Engine 3.0.0 patch5 All All
Cisco Identity Services Engine 3.0.0 patch6 All All
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Application Cisco Identity Services Engine 3.0.0 patch?7 All All
Application Cisco Identity Services Engine 3.1 - All All
Application Cisco Identity Services Engine 3.1 patch1 All All
Application Cisco Identity Services Engine 3.1 patch2 All All
Application Cisco Identity Services Engine 3.1 patch3 All All
Application Cisco Identity Services Engine 3.1 patch4 All All
Application Cisco Identity Services Engine 3.1 patch5 All All
Application Cisco Identity Services Engine 3.1 patch6 All All
Application Cisco Identity Services Engine 3.1 patch7 All All
Application Cisco Identity Services Engine 3.2 - All All
Application Cisco Identity Services Engine 3.2 patch1 All All
Application Cisco Identity Services Engine 3.2 patch2 All All
Reference Source Link Tags
Cisco Identity Services Engine Vulnerabilities MISC sec.cloudapps.cisco.com

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317387 Cisco Identity Services Engine (ISE) Arbitrary File Upload Vulnerabilities (cisco-sa-ise-file-upload-FceLP4xs)
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