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Summary

CVE CVE-2023-20200

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-23 19:15:00 UTC

Updated 2024-01-25 17:15:00 UTC

Description A vulnerability in the Simple Network Management Protocol (SNMP) service of Cisco FXOS Software for Firepower 4100 Series and Firepower 9300 Security Appliances and of Cisco UCS 6300 Series Fabric Interconnects could allow an authenticated, remote attacker to cause a denial of service (DoS) condition on an affected device. 

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Firepower 4112 - All All All

Operating System Cisco Firepower 4112 Firmware - All All All

Operating System Cisco Firepower 4112 Firwmare - All All All

Hardware Cisco Firepower 4115 - All All All

Operating System Cisco Firepower 4115 - All All All

Hardware Cisco Firepower 4125 - All All All

Operating System Cisco Firepower 4125 Firmware - All All All

Operating System Cisco Firepower 4143 Firmware - All All All

Hardware Cisco Firepower 4145 - All All All

Hardware Cisco Firepower 9300 - All All All

Operating System Cisco Firepower 9300 Firmware - All All All

Hardware Cisco Ucs 6324 Fabric Interconnect - All All All

Operating System Cisco Ucs 6324 Fabric Interconnect Firmware All All All All

Hardware Cisco Ucs 6332-16up Fabric Interconnect - All All All

Operating System Cisco Ucs 6332-16up Fabric Interconnect Firmware All All All All

Hardware Cisco Ucs 6332 Fabric Interconnect - All All All

Operating System Cisco Ucs 6332 Fabric Interconnect Firmware All All All All
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Operating System Cisco Ucs 6332 Fabric Interconnect Firmware All All All All

Operating System Cisco Ucs 6332 Fabric Interconnect Firmware All All All All

References

Reference

Cisco Firepower 4100 Series, Firepower 9300 Security Appliances, and UCS 6300 Series Fabric Interconnects SNMP Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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