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A vulnerability in the scanning engines of Cisco AsyncOS Software for Cisco Secure Web Appliance could allow an unautht
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Cisco Asyncos 11.7.0-406 All All All
Cisco Asyncos 11.7.0-418 All All All
Cisco Asyncos 11.7.1-006 All All All
Cisco Asyncos 11.7.1-020 All All All
Cisco Asyncos 11.7.1-049 All All All
Cisco Asyncos 11.7.2-011 All All All
Cisco Asyncos 11.8.0-414 All All All
Cisco Asyncos 11.8.1-023 All All All
Cisco Asyncos 11.8.3-018 All All All
Cisco Asyncos 11.8.3-021 All All All
Cisco Asyncos 12.0.1-268 All All All
Cisco Asyncos 12.0.3-007 All All All
Cisco Asyncos 12.5.1-011 All All All
Cisco Asyncos 12.5.2-007 All All All
Cisco Asyncos 12.5.4-005 All All All
Cisco Asyncos 12.5.5-004 All All All
Cisco Asyncos 14.0.2-012 All All All
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Operating System Cisco Asyncos 14.0.3-014 All All All
Operating System Cisco Asyncos 14.0.4-005 All All All
Operating System Cisco Asyncos 14.5.0-498 All All All
Operating System Cisco Asyncos 14.5.1-008 All All All
Operating System Cisco Asyncos 14.5.1-016 All All All
Hardware Cisco S195 - All All All
Hardware Cisco S395 - All All All
Hardware Cisco S695 - All All All
Hardware Cisco Web Security Appliance S170 - All All All
Hardware Cisco Web Security Appliance S190 - All All All
Hardware Cisco Web Security Appliance S380 - All All All
Hardware Cisco Web Security Appliance S390 - All All All
Hardware Cisco Web Security Appliance S680 - All All All
Hardware Cisco Web Security Appliance S690 - All All All
Hardware Cisco Web Security Appliance S690x - All All All
Reference Source Link Tags
Cisco Secure Web Appliance Content Encoding Filter Bypass Vulnerability MISC sec.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317338 Cisco Secure Web Appliance Content Encoding Filter Bypass Vulnerability (cisco-sa-wsa-bypass-vXvqwzsj)
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