
CVE-2023-20216
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2023-20216

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-03 22:15:00 UTC

Updated 2024-01-25 17:15:00 UTC

Description A vulnerability in the privilege management functionality of all Cisco BroadWorks server types could allow an authenticated, local attacker to elevate privileges to root on an affected system. 

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Broadworks Application Delivery Platform All All All All

Application Cisco Broadworks Application Server All All All All

Application Cisco Broadworks Application Server All All All All

Application Cisco Broadworks Database Server All All All All

Application Cisco Broadworks Execution Server All All All All

Application Cisco Broadworks Media Server All All All All

Application Cisco Broadworks Network Database Server All All All All

Application Cisco Broadworks Network Function Manager All All All All

Application Cisco Broadworks Network Server All All All All

Application Cisco Broadworks Network Server All All All All

Application Cisco Broadworks Profile Server All All All All

Application Cisco Broadworks Profile Server All All All All

Application Cisco Broadworks Service Control Function Server All All All All

Application Cisco Broadworks Troubleshooting Server All All All All

Application Cisco Broadworks Xtended Services Platform All All All All

Application Cisco Broadworks Xtended Services Platform All All All All
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References

Reference Source Link Tags

Cisco BroadWorks Privilege Escalation Vulnerability MISC sec.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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