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Summary

CVE CVE-2023-20242

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-16 21:15:00 UTC

Updated 2024-01-25 17:15:00 UTC

Description A vulnerability in the web-based management interface of Cisco Unified Communications Manager (Unified CM), Cisco Unified CM Session Management Edition (Unified CM SME), and Cisco Unified Communications Manager IM &amp; Presence Service (Unified CM IM&amp;P) could allow an unauthenticated, remote attacker to conduct a cross-site scripting (XSS) attack against a user of the interface. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 11.5\(1\) All All All

Application Cisco Unified Communications Manager 11.5\(1\) All All All

Application Cisco Unified Communications Manager 12.5\(1\) All All All

Application Cisco Unified Communications Manager 12.5\(1\) All All All

Application Cisco Unified Communications Manager 14.0 All All All

Application Cisco Unified Communications Manager 14.0 All All All

Application Cisco Unified Communications Manager Im And Presence Service 11.5\(1\) All All All

Application Cisco Unified Communications Manager Im And Presence Service 12.5\(1\) All All All

Application Cisco Unified Communications Manager Im And Presence Service 14.0 All All All

References

Reference Source Link Tags

Cisco Unified Communications Products Cross-Site Scripting Vulnerability MISC sec.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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