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CVE CVE-2023-20256
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-01 17:15:00 UTC
Updated 2024-01-25 17:15:00 UTC
Description Multiple vulnerabilities in the per-user-override feature of Cisco Adaptive Security Appliance (ASA) Software and Cisco Fire

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco Adaptive Security Appliance Software 9.12.4.10 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.13 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.18 All All All
Operating System Cisco Adaptive Security Appliance Software 9.124.2 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.24 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.26 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.29 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.30 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.35 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.37 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.38 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.39 All All All
Operating System Cisco Adaptive Security Appliance Software 9.124.4 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.40 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.41 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.47 All All All
Operating System Cisco Adaptive Security Appliance Software 9.12.4.48 All All All
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Application Cisco Firepower Threat Defense 6.6.5.1 All All All
Application Cisco Firepower Threat Defense 6.6.5.2 All All All
Application Cisco Firepower Threat Defense 6.6.7 All All All
Application Cisco Firepower Threat Defense 6.6.7.1 All All All
Application Cisco Firepower Threat Defense 6.7.0 All All All
Application Cisco Firepower Threat Defense 6.7.0.1 All All All
Application Cisco Firepower Threat Defense 6.7.0.2 All All All
Application Cisco Firepower Threat Defense 6.7.0.3 All All All
Application Cisco Firepower Threat Defense 7.0.0 All All All
Application Cisco Firepower Threat Defense 7.0.0.1 All All All
Application Cisco Firepower Threat Defense 7.0.1 All All All
Application Cisco Firepower Threat Defense 7.0.1.1 All All All
Application Cisco Firepower Threat Defense 7.0.2 All All All
Application Cisco Firepower Threat Defense 7.0.2.1 All All All
Application Cisco Firepower Threat Defense 7.0.3 All All All
Application Cisco Firepower Threat Defense 7.04 All All All
Application Cisco Firepower Threat Defense 7.0.5 All All All
Application Cisco Firepower Threat Defense 71.0 All All All
Application Cisco Firepower Threat Defense 7.1.01 All All All
Application Cisco Firepower Threat Defense 7.1.0.2 All All All
Application Cisco Firepower Threat Defense 7.1.0.3 All All All
Application Cisco Firepower Threat Defense 7.2.0 All All All
Application Cisco Firepower Threat Defense 7.2.0.1 All All All
Application Cisco Firepower Threat Defense 7.2.1 All All All
Application Cisco Firepower Threat Defense 722 All All All
Application Cisco Firepower Threat Defense 723 All All All
Application Cisco Firepower Threat Defense 7.3.0 All All All
Application Cisco Firepower Threat Defense 7.3.1 All All All
Application Cisco Firepower Threat Defense 7.3.1.1 All All All
Reference

Cisco Adaptive Security Appliance Software and Firepower Threat Defense Software AnyConnect Access Control List Bypass Vulnerabilities
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ac-acl-bypass-bwd7q6Gb
https://www.cve.org/CVERecord?id=CVE-2023-20256
https://nvd.nist.gov/vuln/detail/CVE-2023-20256

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317406 Cisco Adaptive Security Appliance (ASA) AnyConnect Access Control List Bypass Vulnerabilities (cisco-sa-asaftd-ac-acl-
bypass-bwd7q6Gb)
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