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Summary

CVE CVE-2023-20270

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-01 17:15:00 UTC

Updated 2024-01-25 17:15:00 UTC

Description A vulnerability in the interaction between the Server Message Block (SMB) protocol preprocessor and the Snort 3 detection engine for Cisco Firepower Threat Defense (FTD) Software could allow an unauthenticated, remote attacker to bypass the configured policies or cause a denial of service (DoS) condition on an affected device. This vulnerability is due to improper error-checking when the Snort 3 detection engine is processing SMB traffic. An attacker could exploit this vulnerability by sending a crafted SMB packet stream through an affected device. A successful exploit could allow the attacker to cause the Snort process to reload, resulting in a DoS condition.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Firepower Threat Defense 7.1.0 All All All

Application Cisco Firepower Threat Defense 7.1.0.1 All All All

Application Cisco Firepower Threat Defense 7.1.0.2 All All All

Application Cisco Firepower Threat Defense 7.1.0.3 All All All

Application Cisco Firepower Threat Defense 7.2.0 All All All

Application Cisco Firepower Threat Defense 7.2.0.1 All All All

Application Cisco Firepower Threat Defense 7.2.1 All All All

Application Cisco Firepower Threat Defense 7.2.2 All All All

Application Cisco Firepower Threat Defense 7.2.3 All All All

Application Cisco Firepower Threat Defense 7.3.0 All All All

Application Cisco Firepower Threat Defense 7.3.1 All All All

Application Cisco Firepower Threat Defense 7.3.1.1 All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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