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A division-by-zero error on some AMD processors can potentially return speculative data resulting in loss of confidentiality.
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Amd Athlon Gold 31509 - All All All
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Amd Athlon Gold 3150ge Firmware - All All All
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Amd Athlon Gold Pro 3150ge - All All All
Amd Athlon Gold Pro 3150ge Firmware - All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160963 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2023-12858)

160978 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2023-12874)
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160985 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2023-12910)

199766 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6386-1)

199767 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6384-1)

199769 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6383-1)

199770 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6387-1)

199785 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6387-2)

199791 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-6386-2)

199796 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6386-3)

199883 Ubuntu Security Notification for Linux kernel (NVIDIA) Vulnerabilities (USN-6466-1)

200038 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6577-1)

200067 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6602-1)
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6140076 AWS Bottlerocket Security Update for kernel (GHSA-8vwp-f338-rj3v)

673595 EulerOS Security Update for kernel (EulerOS-SA-2023-3247)
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754867 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3683-1)

754868 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3682-1)

754869 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3681-1)

754876 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3687-1)

754883 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3705-1)

754884 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3704-1)

754899 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3599-2)

754900 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3600-2)

754901 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3704-2)

754903 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3683-2)

754958 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3832-1)

754959 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3831-1)

754997 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3895-1)

754998 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3894-1)

754999 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3903-1)

755000 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3902-1)

755026 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3964-1)

755037 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3971-1)

755038 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3969-1)

755043 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3988-1)


http://cve.report/qid/673644
http://cve.report/qid/673692
http://cve.report/qid/673848
http://cve.report/qid/754832
http://cve.report/qid/754833
http://cve.report/qid/754855
http://cve.report/qid/754863
http://cve.report/qid/754866
http://cve.report/qid/754867
http://cve.report/qid/754868
http://cve.report/qid/754869
http://cve.report/qid/754876
http://cve.report/qid/754883
http://cve.report/qid/754884
http://cve.report/qid/754899
http://cve.report/qid/754900
http://cve.report/qid/754901
http://cve.report/qid/754903
http://cve.report/qid/754958
http://cve.report/qid/754959
http://cve.report/qid/754997
http://cve.report/qid/754998
http://cve.report/qid/754999
http://cve.report/qid/755000
http://cve.report/qid/755026
http://cve.report/qid/755037
http://cve.report/qid/755038
http://cve.report/qid/755043

755282 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:4476-1)
755283 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:4475-1)
92085 Microsoft Windows Security Update for December 2023

92089 Microsoft Azure Stack Hub Security Updates for December 2023
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