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CVE CVE-2023-20860
State PUBLIC
Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-03-27 22:15:00 UTC
Updated 2023-05-05 20:15:00 UTC
Description Spring Framework running version 6.0.0 - 6.0.6 or 5.3.0 - 5.3.25 using "**" as a pattern in Spring Security configuration with

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Vmware Spring Framework All All All

Edition

Language

All

References
Reference Source
CVE-2023-20860: Security Bypass With Un-Prefixed Double Wildcard Pattern MISC

CVE-2023-20860 Spring Framework Vulnerability in NetApp Products | NetApp Product Security CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link Tags
spring.io
security.netapp.com
WWW.CVe.org canoni
nvd.nist.gov canoni

R ARR AR R AAA AR |

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

150696 Oracle WebLogic Server Multiple Vulnerabilities (CPUJUL2023)

241746 Red Hat OpenShift Container Platform 4.10 Security Update (RHSA-2023:3625)

770196 Red Hat OpenShift Container Platform 4.10 Security Update (RHSA-2023:3625)



https://cve.report/
https://cve.report/CVE-2023-20860/mitre
https://cve.report/CVE-2023-20860/nist
https://cve.report/CVE-2023-20860/cve_org
https://cve.report/CVE-2023-20860.pdf
http://cve.report/vendor/vmware
http://cve.report/software/vmware/spring_framework
https://spring.io/security/cve-2023-20860
https://security.netapp.com/advisory/ntap-20230505-0006/
https://www.cve.org/CVERecord?id=CVE-2023-20860
https://nvd.nist.gov/vuln/detail/CVE-2023-20860
http://cve.report/qid/150696
http://cve.report/qid/241746
http://cve.report/qid/770196
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2023-20860
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


