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CVE CVE-2023-2088
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-12 21:15:00 UTC
Updated 2023-11-07 04:11:00 UTC
Description A flaw was found in OpenStack due to an inconsistency between Cinder and Nova. This issue can be triggered intentionally

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Openstack - All All All
Reference

OSSA-2023-003: Unauthorized volume access through deleted volume attachments — OpenStack Security Advisories 0.0.1.dev263 documer
Bug #2004555 “[OSSA-2023-003] Unauthorized volume access through...” : Bugs : OpenStack Compute (nova)
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

183115 Debian Security Update for python-os-brickpython-glance-storecindernova (CVE-2023-2088)
199335 Ubuntu Security Notification for os-brick Vulnerability (USN-6073-4)
199336 Ubuntu Security Notification for Glance_store Vulnerability (USN-6073-2)

199337 Ubuntu Security Notification for Cinder Vulnerability (USN-6073-1)
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199338 Ubuntu Security Notification for Nova Vulnerability (USN-6073-3)

199597 Ubuntu Security Notification for OpenStack Vulnerability (USN-6241-1)

241517 Red Hat Update for OpenStack Platform 16.2 (RHSA-2023:3158)

241532 Red Hat Update for OpenStack Platform 16.1 (RHSA-2023:3156)

241538 Red Hat Update for OpenStack Platform 17.0 (RHSA-2023:3157)

241542 Red Hat Update for OpenStack Platform 13.0 (RHSA-2023:3161)
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