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The VMware vCenter Server contains a use-after-free vulnerability in the implementation of the DCERPC protocol. A malici
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Application Vmware Vcenter Server 7.0 update3c All All

Application Vmware Vcenter Server 7.0 update3d All All

Application Vmware Vcenter Server 7.0 update3e All All

Application Vmware Vcenter Server 7.0 update3f All All

Application Vmware Vcenter Server 7.0 update3g All All

Application Vmware Vcenter Server 7.0 update3h All All

Application Vmware Vcenter Server 7.0 update3i All All

Application Vmware Vcenter Server 7.0 update3j All All

Application Vmware Vcenter Server 7.0 update3k All All

Application Vmware Vcenter Server 7.0 update3| All All

Application Vmware Vcenter Server 8.0 - All All

Application Vmware Vcenter Server 8.0 a All All

Application Vmware Vcenter Server 8.0 b All All

Application Vmware Vcenter Server 8.0 c All All

Application Vmware Vcenter Server 8.0 update1 All All

Application Vmware Vcenter Server 8.0 updateia All All

Reference Source Link Tags
TALOS-2023-1799 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence  MISC www.talosintelligence.com
VMSA-2023-0014 MISC www.vmware.com

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
J e

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

216313 VMware vCenter Server 8.0 Update 8.0 U1b (VMSA-2023-0014)

216314 VMware vCenter Server 7.0 Update 7.0 U3m (VMSA-2023-0014)
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