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CVE CVE-2023-21414
State PUBLIC
Assigner product-security@axis.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-16 07:15:00 UTC
Updated 2023-10-20 18:31:00 UTC
Description NCC Group has found a flaw during the annual internal penetration test ordered by Axis Communications. The protection fc
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Axis A8207-ve MK li - All All All
Operating System Axis Axis Os All All All All
Operating System Axis Axis Os All All All All
Hardware Axis M3215 - All All All
Hardware Axis M3216 - All All All
Hardware Axis M4317-plve - All All All
Hardware Axis M4318-plve - All All All
Hardware Axis M4327-p - All All All
Hardware Axis M4328-p - All All All
Hardware Axis P1467-le - All All All
Hardware Axis P1468-le - All All All
Hardware Axis P1468-xle - All All All
Hardware Axis P3265-Iv - All All All
Hardware Axis P3265-Ive - All All All
Hardware Axis P3265-v - All All All
Hardware Axis P3267-Iv - All All All
Hardware Axis P3267-Ive - All All All
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Hardware Axis P3268-Iv - All All All
Hardware Axis P3268-Ive - All All All
Hardware Axis P3827-pve - All All All
Hardware Axis P4705-plve - All All All
Hardware Axis P4707-plve - All All All
Hardware Axis Q1656 - All All All
Hardware Axis Q1656-b - All All All
Hardware Axis Q1656-be - All All All
Hardware Axis Q1656-ble - All All All
Hardware Axis Q1656-dle - All All All
Hardware Axis Q1656-le - All All All
Hardware Axis Q1961-te - All All All
Hardware Axis Q2101-te - All All All
Hardware Axis QB3527-Ive - All All All
Hardware Axis Q3536-Ilve - All All All
Hardware Axis Q3538-Ive - All All All
Hardware Axis Q3626-ve - All All All
Hardware Axis Q3628-ve - All All All
Hardware Axis Xfq1656 - All All All
Reference Source Link Tags
www.axis.com/dam/public/45/3c/a1/cve-2023-21414pdf-en-US-412758.pdf MISC www.axis.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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