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Summary

CVE CVE-2023-21415

State PUBLIC

Assigner product-security@axis.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-16 07:15:00 UTC

Updated 2023-10-19 20:19:00 UTC

Description Sandro Poppi, member of the AXIS OS Bug Bounty Program, has found that the VAPIX API overlay_del.cgi is vulnerable to path traversal attacks that allows for file deletion. This flaw can only be exploited after authenticating with an operator- or administrator-privileged service account. Axis has released patched AXIS OS versions for the highlighted flaw. Please refer to the Axis security advisory for more information and solution.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Axis Axis Os All All All All

Operating System Axis Axis Os All All All All

Operating System Axis Axis Os 2016 All All All All

Operating System Axis Axis Os 2018 All All All All

Operating System Axis Axis Os 2020 All All All All

Operating System Axis Axis Os 2022 All All All All

References

Reference Source Link Tags

www.axis.com/dam/public/58/0b/36/cve-2023-21415pdf-en-US-412759.pdf MISC www.axis.com

www.axis.com/dam/public/b6/55/e2/cve-2023-21415pdf-en-US-416245.pdf MISC www.axis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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