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CVE-2023-21436

Source: Mitre Source: NIST CVE.ORG Print: PDF =5
cssavincirrnumsucunan  Gertain versions of Android from Samsung contain the foIIowing
vulnerability:

Improper usage of implicit intent in Contacts prior to SMR Feb-2023
Release 1 allows attacker to get account ID.

CVE-2023-21436 has been assigned by @) mobile.security@samsung.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: @ Samsung Mobile - Samsung Mobile Devices version < SMR Feb-2023 Release 1

CVSS3 Score: 33-LOW

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Samsung Mobile (%) MISC security.samsungmobile.com/securityUpdate.smsb?
Security year=2023&month=02

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE


https://cve.report/
https://cve.report/CVE-2023-21436/mitre
https://cve.report/CVE-2023-21436/nist
https://cve.report/CVE-2023-21436/cve_org
https://cve.report/CVE-2023-21436.pdf
http://cve.report/software/samsung/android
http://cve.report/vendor/samsung
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://security.samsungmobile.com/securityUpdate.smsb?year=2023&month=02
mailto:%20comment@cve.report
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cpe:2.3:0:samsung:android:10.0

e ek kKKK LK,

Skkakuk k.

cpe:2.3:0:samsung:android:10.0:smr-aug-2022-r1:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:0:samsung:android:10.0:smr-aug-2023-r1:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:0:samsung:android:10.0:smr-dec-2020-r1 :*:*:*:*:*:*:
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akak kR akak.

cpe:2.3:0:samsung:android:10.0:smr-feb-2020-r1:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:samsung:android:10.0:smr-feb-2021-r1:*:*:

dkak Lk akakak.

cpe:2.3:0:samsung:android:10.0:smr-feb-2022-r1 :*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:samsung:android:10.0:smr-feb-2023-r1:*:*:*:*:*:*:

dkak kR ok ak,

cpe:2.3:0:samsung:android:10.0:smr-jan-2021-r1 :*:*:**:*:*:

Rk kR akak.

cpe:2.3:0:samsung:android:10.0:smr-jan-2022-r1 :*:*:*:*:*:*:

KKk akak k.

cpe:2.3:0:samsung:android:10.0:smr-jul-2020-r1 :*:*:*:*:*:*:

akk LKLk LK Lk,

cpe:2.3:0:samsung:android:10.0:smr-mar-2022-r1 :*:*:*:*:*:*:
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cpe:2.3:0:samsung:android:10.0:smr-mar-2023-r1 :*:*:*:*:*:*:
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cpe:2.3:0:samsung:android:10.0:smr-may-2022-r1:*:*:*:*:*:*:

Kk Lk kLk k.

cpe:2.3:0:samsung:android:10.0:smr-may-2023-r1:*:*:*:*:*:*:

Skk ok uk k.

cpe:2.3:0:samsung:android:10.0:smr-nov-2019-r1 :*:*:**:*:*:



Skkakukkak.

cpe:2.3:0:samsung:android:10.0:smr-nov-2021-r1 :*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:samsung:android:10.0:smr-oct-2021-r1 :*: " *:

dkak kR akak.

cpe:2.3:0:samsung:android:10.0:smr-oct-2022-r1 :*:*:*:*:*:*:

Skakakakakak,

cpe:2.3:0:samsung:android:10.0:smr-sep-2022-r1 :*:*:*:**:*:

Skakakak Lk ak,

cpe:2.3:0:samsung:android:10.0:smr-sep-2023-r1 :*:*:*:*:*:*:

e kK ok kKK,

cpe:2.3:0:samsung:android:11.0:-* "

skukakakakak.
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akakukkakak.
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dkakukkkuk.
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dkakukkukuk.
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dkakukakukuk.
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kKK akakuk.
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AnnD iareameninasandraid-1d Neme il DNDD po Fokakokokax,
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Kk koK kK.
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Skak ok akakak,
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No vendor comments have been submitted for this CVE
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@CVEreport CVE-2023-21436 : Improper usage of implicit intent in Contacts prior to SMR Feb-2023 Release 1 2023-02-09
allows attacker to g... twitter.com/i/web/status/1... 19:16:16
CVE-2023-21436 | Samsung Smart Phone Contacts improper authorization A vulnerability, which 2023-02-09
@threatmeter was classified as probl... twitter.com/i/web/status/1... 22:50:34
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