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CVE-2023-21488

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cssamvurcLrrnumsuciial  Gertain versions of Android from Samsung contain the foIIowing
vulnerability:

Improper access control vulnerablility in Tips prior to SMR May-2023
Release 1 allows local attackers to launch arbitrary activity in Tips.

CVE-2023-21488 has been assigned by @) mobile.security@samsung.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: @ Samsung Mobile - Samsung Mobile Devices version < SMR May-2023 Release 1

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVE References
Description Tags Link
Samsung Mobile (%) MISC security.samsungmobile.com/securityUpdate.smsb?
Security year=2023&month=05

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE


https://cve.report/
https://cve.report/CVE-2023-21488/mitre
https://cve.report/CVE-2023-21488/nist
https://cve.report/CVE-2023-21488/cve_org
https://cve.report/CVE-2023-21488.pdf
http://cve.report/software/samsung/android
http://cve.report/vendor/samsung
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://security.samsungmobile.com/securityUpdate.smsb?year=2023&month=05
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a_eR kKKK Lk,

cpe:2.3:0:samsung:android:11.0:-*:**:"*:*:

dkuk Lk kukak.

cpe:2.3:0:samsung:android:11.0:smr-apr-2021-r1:*:*:*:*:*:*:

dkk Lk kkak.

cpe:2.3:0:samsung:android:11.0:smr-apr-2022-r1:*:*:*:*:*:*:

Skukakk k.

cpe:2.3:0:samsung:android:11.0:smr-aug-2022-r1:*:*:*:*:*:*:

Skkkukkak.

cpe:2.3:0:samsung:android:11.0:smr-dec-2020-r1 :*:*:*:*:*:*:

Skkakkkak.
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Skk ok kkak.
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dkak Lk akukuk.
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ak kR ok akak.
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dk Kk Rk k.
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R
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dkak kR akak.
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dkak kR akak,
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skukakakakak.

cpe:2.3:0:samsung:android:11.0:smr-sep-2022-r1 :*:*:*:*:*:*:

e ek kKKK Lk,

cpe:2.3:0:samsung:android:12.0:-:*:*:* "

dkakakkakak.

cpe:2.3:0:samsung:android:12.0:smr-apr-2022-r1:*:*:*:*:*:*:

Skukakukukk.

cpe:2.3:0:samsung:android:12.0:smr-aug-2022-r1:*:*:*:*:*:*:

Skukakuk k.

cpe:2.3:0:samsung:android:12.0:smr-dec-2021-r1 :*:*:*:*:*:*:

Skkakukakak.

cpe:2.3:0:samsung:android:12.0:smr-dec-2022-r1 :*:*:*:*:*:*:

dkak Lk kkuk.

cpe:2.3:0:samsung:android:12.0:smr-feb-2023-r1:*:*:*:*:*:*:

dkak Lk akukuk.

cpe:2.3:0:samsung:android:12.0:smr-jan-2022-r1 :*:*:*:*:*:*:

KRk akakuk.

cpe:2.3:0:samsung:android:12.0:smr-jul-2022-r1 :*:*:**:*:*:

dkak kR ukak.

cpe:2.3:0:samsung:android:12.0:smr-jun-2022-r1 :*:*:*:*:*:*:

KKk KLk k.
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cpe:2.3:0:samsung:android:13.0:-*: " "

dkak kR akak.

cpe:2.3:0:samsung:android:13.0:smr-apr-2023-r1:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:0:samsung:android:13.0:smr-dec-2022-r1:*:*:*:**:*:

Rk kR akak.

cpe:2.3:0:samsung:android:13.0:smr-feb-2023-r1:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
@CVEreport  CVE-2023-21488 : Improper access control vulnerablility in Tips prior to SMR May-2023 Release 1 2023-05-04
allows local attack... twitter.com/i/web/status/1... 21:09:15
Samsung Mobile devices security bypass | CVE-2023-21488 - redpacketsecurity.com/samsung- 2023-05-06
@RedPacketSec mobile... #CVE #Vulnerability #OSINT #Threatintel #Cyber 09:04:08
« Previous ID Next ID—
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