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Summary

CVE CVE-2023-2158

State PUBLIC

Assigner disclosure@synopsys.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-27 18:15:00 UTC

Updated 2023-05-09 17:52:00 UTC

Description Code Dx versions prior to 2023.4.2 are vulnerable to user impersonation attack where a malicious actor is able to gain access to another user's account by crafting a custom "Remember Me" token. This is possible due to the use of a hard-coded cipher which was used when generating the token. A malicious actor who creates this token can supply it to a separate Code Dx system, provided they know the username they want to impersonate, and impersonate the user.  Score 6.7 CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Synopsys Code Dx All All All All

References

Reference Source Link Tags

Synopsys Software Integrity Customer Community MISC community.synopsys.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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