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Summary

CVE CVE-2023-21657

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-06 08:15:00 UTC

Updated 2023-06-10 02:09:00 UTC

Description Memoru corruption in Audio when ADSP sends input during record use case.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Csra6620 - All All All

Operating System Qualcomm Csra6620 Firmware - All All All

Hardware Qualcomm Csra6640 - All All All

Operating System Qualcomm Csra6640 Firmware - All All All

Hardware Qualcomm Flight Rb5 5g Platform - All All All

Operating System Qualcomm Flight Rb5 5g Platform Firmware - All All All

Hardware Qualcomm Mdm9650 - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Hardware Qualcomm Qam8255p - All All All

Operating System Qualcomm Qam8255p Firmware - All All All

Hardware Qualcomm Qam8295p - All All All

Operating System Qualcomm Qam8295p Firmware - All All All

Hardware Qualcomm Qam8650p - All All All

Operating System Qualcomm Qam8650p Firmware - All All All

Hardware Qualcomm Qam8775p - All All All

Operating System Qualcomm Qam8775p Firmware - All All All

Hardware Qualcomm Qca6174a - All All All
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Operating System Qualcomm Qca6174a Firmware - All All All

Hardware Qualcomm Qca6310 - All All All

Operating System Qualcomm Qca6310 Firmware - All All All

Hardware Qualcomm Qca6320 - All All All

Operating System Qualcomm Qca6320 Firmware - All All All

Hardware Qualcomm Qca6390 - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

Hardware Qualcomm Qca6426 - All All All

Operating System Qualcomm Qca6426 Firmware - All All All

Hardware Qualcomm Qca6436 - All All All

Operating System Qualcomm Qca6436 Firmware - All All All

Hardware Qualcomm Qca6574 - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Operating System Qualcomm Qca6574 Firmware - All All All

Hardware Qualcomm Qca6595 - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Operating System Qualcomm Qca6595 Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca6698aq - All All All

Operating System Qualcomm Qca6698aq Firmware - All All All

Hardware Qualcomm Qca6797aq - All All All

Operating System Qualcomm Qca6797aq Firmware - All All All

Hardware Qualcomm Qca9377 - All All All

Operating System Qualcomm Qca9377 Firmware - All All All

Hardware Qualcomm Qcm2290 - All All All

Operating System Qualcomm Qcm2290 Firmware - All All All

Hardware Qualcomm Qcm4290 - All All All

Operating System Qualcomm Qcm4290 Firmware - All All All

Hardware Qualcomm Qcm4325 - All All All
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Hardware Qualcomm Qcm4325 - All All All

Operating System Qualcomm Qcm4325 Firmware - All All All

Hardware Qualcomm Qcm6490 - All All All

Operating System Qualcomm Qcm6490 Firmware - All All All

Hardware Qualcomm Qcn9011 - All All All

Operating System Qualcomm Qcn9011 Firmware - All All All

Hardware Qualcomm Qcn9012 - All All All

Operating System Qualcomm Qcn9012 Firmware - All All All

Hardware Qualcomm Qcs2290 - All All All

Operating System Qualcomm Qcs2290 Firmware - All All All

Hardware Qualcomm Qcs410 - All All All

Operating System Qualcomm Qcs410 Firmware - All All All

Hardware Qualcomm Qcs4290 - All All All

Operating System Qualcomm Qcs4290 Firmware - All All All

Hardware Qualcomm Qcs610 - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Hardware Qualcomm Qcs6490 - All All All

Operating System Qualcomm Qcs6490 Firmware - All All All

Hardware Qualcomm Qcs8250 - All All All

Operating System Qualcomm Qcs8250 Firmware - All All All

Hardware Qualcomm Qcs8550 - All All All

Operating System Qualcomm Qcs8550 Firmware - All All All

Hardware Qualcomm Qm215 - All All All

Operating System Qualcomm Qm215 Firmware - All All All

Hardware Qualcomm Qrb5165 - All All All

Hardware Qualcomm Qrb5165m - All All All

Operating System Qualcomm Qrb5165m Firmware - All All All

Hardware Qualcomm Qrb5165n - All All All

Operating System Qualcomm Qrb5165n Firmware - All All All

Operating System Qualcomm Qrb5165 Firmware - All All All

Hardware Qualcomm Sa4150p - All All All

Operating System Qualcomm Sa4150p Firmware - All All All

Hardware Qualcomm Sa4155p - All All All

Operating System Qualcomm Sa4155p Firmware - All All All

Hardware Qualcomm Sa6145p - All All All

Operating System Qualcomm Sa6145p Firmware - All All All
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Hardware Qualcomm Sa6150p - All All All

Operating System Qualcomm Sa6150p Firmware - All All All

Hardware Qualcomm Sa6155p - All All All

Operating System Qualcomm Sa6155p Firmware - All All All

Hardware Qualcomm Sa8145p - All All All

Operating System Qualcomm Sa8145p Firmware - All All All

Hardware Qualcomm Sa8150p - All All All

Operating System Qualcomm Sa8150p Firmware - All All All

Hardware Qualcomm Sa8155p - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Hardware Qualcomm Sa8195p - All All All

Operating System Qualcomm Sa8195p Firmware - All All All

Hardware Qualcomm Sa8255p - All All All

Operating System Qualcomm Sa8255p Firmware - All All All

Hardware Qualcomm Sa8295p - All All All

Operating System Qualcomm Sa8295p Firmware - All All All

Hardware Qualcomm Sd660 - All All All

Operating System Qualcomm Sd660 Firmware - All All All

Hardware Qualcomm Sd835 - All All All

Operating System Qualcomm Sd835 Firmware - All All All

Hardware Qualcomm Sd865 5g - All All All

Operating System Qualcomm Sd865 5g Firmware - All All All

Hardware Qualcomm Sd888 - All All All

Operating System Qualcomm Sd888 Firmware - All All All

Hardware Qualcomm Sdm429 - All All All

Hardware Qualcomm Sdm429w - All All All

Operating System Qualcomm Sdm429w Firmware - All All All

Operating System Qualcomm Sdm429 Firmware - All All All

Hardware Qualcomm Sdm439 - All All All

Operating System Qualcomm Sdm439 Firmware - All All All

Hardware Qualcomm Sdm660 - All All All

Operating System Qualcomm Sdm660 Firmware - All All All

Hardware Qualcomm Sg4150p - All All All

Operating System Qualcomm Sg4150p Firmware - All All All

Hardware Qualcomm Sm4125 - All All All
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Operating System Qualcomm Sm4125 Firmware - All All All

Hardware Qualcomm Sm4250-aa - All All All

Operating System Qualcomm Sm4250-aa Firmware - All All All

Hardware Qualcomm Sm4350 - All All All

Hardware Qualcomm Sm4350-ac - All All All

Operating System Qualcomm Sm4350-ac Firmware - All All All

Operating System Qualcomm Sm4350 Firmware - All All All

Hardware Qualcomm Sm4375 - All All All

Operating System Qualcomm Sm4375 Firmware - All All All

Hardware Qualcomm Sm6225 - All All All

Hardware Qualcomm Sm6225-ad - All All All

Operating System Qualcomm Sm6225-ad Firmware - All All All

Operating System Qualcomm Sm6225 Firmware - All All All

Hardware Qualcomm Sm6350 - All All All

Operating System Qualcomm Sm6350 Firmware - All All All

Hardware Qualcomm Sm6375 - All All All

Operating System Qualcomm Sm6375 Firmware - All All All

Hardware Qualcomm Sm7225 - All All All

Operating System Qualcomm Sm7225 Firmware - All All All

Hardware Qualcomm Sm7250-aa - All All All

Operating System Qualcomm Sm7250-aa Firmware - All All All

Hardware Qualcomm Sm7250-ab - All All All

Operating System Qualcomm Sm7250-ab Firmware - All All All

Hardware Qualcomm Sm7250-ac - All All All

Operating System Qualcomm Sm7250-ac Firmware - All All All

Hardware Qualcomm Sm7250p - All All All

Operating System Qualcomm Sm7250p Firmware - All All All

Hardware Qualcomm Sm7315 - All All All

Operating System Qualcomm Sm7315 Firmware - All All All

Hardware Qualcomm Sm7325 - All All All

Hardware Qualcomm Sm7325-ae - All All All

Operating System Qualcomm Sm7325-ae Firmware - All All All

Hardware Qualcomm Sm7325-af - All All All

Operating System Qualcomm Sm7325-af Firmware - All All All

Hardware Qualcomm Sm7325p - All All All

Operating System Qualcomm Sm7325p Firmware - All All All
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Operating System Qualcomm Sm7325p Firmware - All All All

Operating System Qualcomm Sm7325 Firmware - All All All

Hardware Qualcomm Sm7350-ab - All All All

Operating System Qualcomm Sm7350-ab Firmware - All All All

Hardware Qualcomm Sm8250 - All All All

Hardware Qualcomm Sm8250-ab - All All All

Operating System Qualcomm Sm8250-ab Firmware - All All All

Hardware Qualcomm Sm8250-ac - All All All

Operating System Qualcomm Sm8250-ac Firmware - All All All

Operating System Qualcomm Sm8250 Firmware - All All All

Hardware Qualcomm Sm8350 - All All All

Hardware Qualcomm Sm8350-ac - All All All

Operating System Qualcomm Sm8350-ac Firmware - All All All

Operating System Qualcomm Sm8350 Firmware - All All All

Hardware Qualcomm Smart Audio 400 Platform - All All All

Operating System Qualcomm Smart Audio 400 Platform Firmware - All All All

Hardware Qualcomm Snapdragon 662 Mobile Platform - All All All

Operating System Qualcomm Snapdragon 662 Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon 7c Gen 3 Compute - All All All

Operating System Qualcomm Snapdragon 7c Gen 3 Compute Firmware - All All All

Hardware Qualcomm Snapdragon 820 Automotive Platform - All All All

Operating System Qualcomm Snapdragon 820 Automotive Platform Firmware - All All All

Hardware Qualcomm Snapdragon 835 Mobile Pc Platform - All All All

Operating System Qualcomm Snapdragon 835 Mobile Pc Platform Firmware - All All All

Hardware Qualcomm Snapdragon Auto 5g Modem-rf - All All All

Operating System Qualcomm Snapdragon Auto 5g Modem-rf Firmware - All All All
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References

Reference Source Link Tags

Qualcomm Documentation MISC www.qualcomm.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610494 Google Android July 2023 Security Patch Missing for Samsung

610496 Google Android July 2023 Security Patch Missing for Huawei EMUI

610503 Google Android Devices June 2023 Security Patch Missing
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