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Summary

CVE CVE-2023-21972

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-18 20:15:00 UTC

Updated 2023-04-27 15:15:00 UTC

Description Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: DML). Supported versions that are affected are 8.0.32 and prior. Easily exploitable vulnerability allows high privileged attacker with network access via multiple protocols to compromise MySQL Server. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Mysql All All All All

References

Reference Source Link Tags

Oracle Critical Patch Update Advisory - April 2023 MISC www.oracle.com Vendor Advisory

April 2023 MySQL Server Vulnerabilities in NetApp Products | NetApp Product Security MISC security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161370 Oracle Enterprise Linux Security Update for mysql:8.0 (ELSA-2024-0894)

161403 Oracle Enterprise Linux Security Update for mysql (ELSA-2024-1141)

199323 Ubuntu Security Notification for MySQL Vulnerabilities (USN-6060-1)

20344 Oracle MySQL April 2023 Critical Patch Update (CPUAPR2023)

https://cve.report/
https://cve.report/CVE-2023-21972/mitre
https://cve.report/CVE-2023-21972/nist
https://cve.report/CVE-2023-21972/cve_org
https://cve.report/CVE-2023-21972.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
https://www.oracle.com/security-alerts/cpuapr2023.html
https://security.netapp.com/advisory/ntap-20230427-0007/
https://www.cve.org/CVERecord?id=CVE-2023-21972
https://nvd.nist.gov/vuln/detail/CVE-2023-21972
http://cve.report/qid/161370
http://cve.report/qid/161403
http://cve.report/qid/199323
http://cve.report/qid/20344
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CVE.report and Source URL Uptime Status status.cve.report

242979 Red Hat Update for mysql:8.0 (RHSA-2024:0894)

243035 Red Hat Update for mysql (RHSA-2024:1141)

296101 Oracle Solaris 11.4 Support Repository Update (SRU) 59.138.2 Missing (CPUJUL2023)

379631 Alibaba Cloud Linux Security Update for mysql:8.0 (ALINUX3-SA-2024:0032)

691150 Free Berkeley Software Distribution (FreeBSD) Security Update for mysql (f504a8d2-e105-11ed-85f6-84a93843eb75)

906845 Common Base Linux Mariner (CBL-Mariner) Security Update for mysql (26176-1)

941595 AlmaLinux Security Update for mysql:8.0 (ALSA-2024:0894)

941616 AlmaLinux Security Update for mysql (ALSA-2024:1141)

http://cve.report/qid/242979
http://cve.report/qid/243035
http://cve.report/qid/296101
http://cve.report/qid/379631
http://cve.report/qid/691150
http://cve.report/qid/906845
http://cve.report/qid/941595
http://cve.report/qid/941616
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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