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Summary

CVE CVE-2023-22043

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-18 21:15:00 UTC

Updated 2023-07-27 17:35:00 UTC

Description Vulnerability in Oracle Java SE (component: JavaFX). The supported version that is affected is Oracle Java SE: 8u371. Difficult to exploit vulnerability allows unauthenticated attacker with network access via multiple protocols to compromise Oracle Java SE. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.8.0 update371 All All

Application Oracle Jre 1.8.0 update371 All All

References

Reference Source Link Tags

Oracle Critical Patch Update Advisory - July 2023 MISC www.oracle.com

July 2023 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security MISC security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

355626 Amazon Linux Security Advisory for java-1.8.0-amazon-corretto : ALAS2023-2023-256

355631 Amazon Linux Security Advisory for java-17-amazon-corretto : ALAS2023-2023-258

355636 Amazon Linux Security Advisory for java-11-amazon-corretto : ALAS2023-2023-257
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355651 Amazon Linux Security Advisory for java-11-amazon-corretto : ALAS2-2023-2137

355652 Amazon Linux Security Advisory for java-17-amazon-corretto : ALAS2-2023-2138

355654 Amazon Linux Security Advisory for java-1.8.0-amazon-corretto : ALAS2CORRETTO8-2023-007

355765 Amazon Linux Security Advisory for java-1.8.0-openjdk : ALAS-2023-1797

355784 Amazon Linux Security Advisory for java-1.8.0-openjdk : ALAS2-2023-2189

355794 Amazon Linux Security Advisory for java-11-openjdk : ALAS2JAVA-OPENJDK11-2023-005

378673 Oracle Java Standard Edition (SE) Critical Patch Update - July 2023 (CPUJUL2023)

378691 Amazon Corretto Critical Patch Update (JUL2023)

378692 Azul Java Multiple Vulnerabilities Security Update July 2023
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