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Summary

CVE CVE-2023-22084

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-17 22:15:00 UTC

Updated 2024-01-27 09:15:00 UTC

Description Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). Supported versions that are affected are 5.7.43 and prior, 8.0.34 and prior and 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Operating System Fedoraproject Fedora 39 All All All

Application Netapp Oncommand Insight - All All All

Application Oracle Mysql 8.1.0 All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3722-1] mariadb-10.3 security update lists.debian.org

[SECURITY] Fedora 37 Update: mariadb-10.5.23-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org Mailing List

Oracle Critical Patch Update Advisory - October 2023 MISC www.oracle.com

[SECURITY] Fedora 38 Update: mariadb-10.5.23-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org Mailing List

October 2023 MySQL Server Vulnerabilities in NetApp Products | NetApp Product Security MISC security.netapp.com

[SECURITY] Fedora 39 Update: galera-26.4.16-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org Mailing List
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161370 Oracle Enterprise Linux Security Update for mysql:8.0 (ELSA-2024-0894)

161403 Oracle Enterprise Linux Security Update for mysql (ELSA-2024-1141)

199875 Ubuntu Security Notification for MySQL Vulnerabilities (USN-6459-1)

200045 Ubuntu Security Notification for MySQL Vulnerabilities (USN-6583-1)

200073 Ubuntu Security Notification for MariaDB Vulnerabilities (USN-6600-1)

20369 Oracle MySQL OCT 2023 Critical Patch Update (CPUOCT2023)

242979 Red Hat Update for mysql:8.0 (RHSA-2024:0894)

243035 Red Hat Update for mysql (RHSA-2024:1141)

284768 Fedora Security Update for galera (FEDORA-2023-7fe02ec473)

284769 Fedora Security Update for galera (FEDORA-2023-bff42b29eb)

285142 Fedora Security Update for galera (FEDORA-2023-2eca0baace)

296106 Oracle Solaris 11.4 Support Repository Update (SRU) 64.157.2 Missing (CPUOCT2023)

357059 Amazon Linux Security Advisory for mariadb : ALAS2MARIADB10.5-2024-005

357122 Amazon Linux Security Advisory for mariadb105 : ALAS2023-2024-515

379631 Alibaba Cloud Linux Security Update for mysql:8.0 (ALINUX3-SA-2024:0032)

510692 Alpine Linux Security Update for mariadb

510695 Alpine Linux Security Update for mariadb

6000450 Debian Security Update for mariadb-10.3 (DLA 3722-1)

691336 Free Berkeley Software Distribution (FreeBSD) Security Update for mysql (22df5074-71cd-11ee-85eb-84a93843eb75)

691363 Free Berkeley Software Distribution (FreeBSD) Security Update for mariadb (388e6557-8c80-11ee-9ee3-84a93843eb75)

755494 SUSE Enterprise Linux Security Update for mariadb (SUSE-SU-2023:4908-1)

755495 SUSE Enterprise Linux Security Update for mariadb (SUSE-SU-2023:4907-1)

907657 Common Base Linux Mariner (CBL-Mariner) Security Update for mysql (31583)

907692 Common Base Linux Mariner (CBL-Mariner) Security Update for mysql (31583-1)

941595 AlmaLinux Security Update for mysql:8.0 (ALSA-2024:0894)
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