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Summary

CVE CVE-2023-22102

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-17 22:15:00 UTC

Updated 2023-10-31 19:20:00 UTC

Description Vulnerability in the MySQL Connectors product of Oracle MySQL (component: Connector/J). Supported versions that are affected are 8.1.0 and prior. Difficult to exploit vulnerability allows unauthenticated attacker with network access via multiple protocols to compromise MySQL Connectors. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Oncommand Insight - All All All

Application Oracle Mysql All All All All

Application Oracle Mysql Connector/j All All All All

References

Reference Source Link Tags

CVE-2023-22102 MySQL Connector/J Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.com

Oracle Critical Patch Update Advisory - October 2023 MISC www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691336 Free Berkeley Software Distribution (FreeBSD) Security Update for mysql (22df5074-71cd-11ee-85eb-84a93843eb75)

907616 Common Base Linux Mariner (CBL-Mariner) Security Update for mysql (31573-1)
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