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CVE CVE-2023-22298
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-17 10:15:00 UTC
Updated 2023-11-07 04:06:00 UTC
Description Open redirect vulnerability in pgAdmin 4 versions prior to v6.14 allows a remote unauthenticated attacker to redirect a user
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Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 36 All All All
Application Pgadmin Pgadmin All All All All
Reference

GitHub - pgadmin-org/pgadmin4: pgAdmin is the most popular and feature rich Open Source administration and development platform for Pos
[SECURITY] Fedora 36 Update: pgadmin4-6.19-1.fc36 - package-announce - Fedora Mailing-Lists

JVN#03832974: pgAdmin 4 vulnerable to open redirect

[SECURITY] Fedora 36 Update: pgadmin4-6.19-1.fc36 - package-announce - Fedora Mailing-Lists

Open URL Redirect Vulnerability - Issue #5343 - pgadmin-org/pgadmin4 - GitHub

pgAdmin - PostgreSQL Tools

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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https://github.com/pgadmin-org/pgadmin4
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VHY2B25YHIIFQ3G44TR7NNEST7FJGJPH/
https://jvn.jp/en/jp/JVN03832974/index.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VHY2B25YHIIFQ3G44TR7NNEST7FJGJPH/
https://github.com/pgadmin-org/pgadmin4/issues/5343
https://www.pgadmin.org/
https://www.cve.org/CVERecord?id=CVE-2023-22298
https://nvd.nist.gov/vuln/detail/CVE-2023-22298

283661 Fedora Security Update for pgadmin4 (FEDORA-2023-0334c¢6000a)

753862 SUSE Enterprise Linux Security Update for pgadmin4 (SUSE-SU-2023:1739-1)
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