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Summary

CVE CVE-2023-22362

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-13 02:21:00 UTC

Updated 2023-02-24 17:13:00 UTC

Description SUSHIRO App for Android outputs sensitive information to the log file, which may result in an attacker obtaining a credential information from the log file. Affected products/versions are as follows: SUSHIRO Ver.4.0.31, Thailand SUSHIRO Ver.1.0.0, Hong Kong SUSHIRO Ver.3.0.2, Singapore SUSHIRO Ver.2.0.0, and Taiwan SUSHIRO Ver.2.0.1

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Akindo-sushiro Hong Kong Sushiro 3.0.3 All All All

Application Akindo-sushiro Singapore Sushiro 2.0.3 All All All

Application Akindo-sushiro Sushiro 4.0.31 All All All

Application Akindo-sushiro Taiwan Sushiro 2.0.3 All All All

Application Akindo-sushiro Thailand Sushiro 2.0.3 All All All

References

Reference Source Link Tags

 - Apps on Google Play MISC play.google.com

JVN#84642320: SUSHIRO App for Android outputs sensitive information to the log file MISC jvn.jp

香港壽司郎 - Apps on Google Play MISC play.google.com

Singapore SUSHIRO - Apps on Google Play MISC play.google.com

スシロー - Apps on Google Play MISC play.google.com

台灣壽司郎 - Apps on Google Play MISC play.google.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2023-22362/mitre
https://cve.report/CVE-2023-22362/nist
https://cve.report/CVE-2023-22362/cve_org
https://cve.report/api/cve/CVE-2023-22362.json
https://cve.report/CVE-2023-22362.pdf
http://cve.report/vendor/akindo-sushiro
http://cve.report/software/akindo-sushiro/hong_kong_sushiro
http://cve.report/vendor/akindo-sushiro
http://cve.report/software/akindo-sushiro/singapore_sushiro
http://cve.report/vendor/akindo-sushiro
http://cve.report/software/akindo-sushiro/sushiro
http://cve.report/vendor/akindo-sushiro
http://cve.report/software/akindo-sushiro/taiwan_sushiro
http://cve.report/vendor/akindo-sushiro
http://cve.report/software/akindo-sushiro/thailand_sushiro
https://play.google.com/store/apps/details?id=th.co.akindo_sushiro.sushiroapp
https://jvn.jp/en/jp/JVN84642320/
https://play.google.com/store/apps/details?id=hk.co.akindo_sushiro.sushiroapp
https://play.google.com/store/apps/details?id=sg.co.akindo_sushiro.sushiroapp
https://play.google.com/store/apps/details?id=jp.co.akindo_sushiro.sushiroapp
https://play.google.com/store/apps/details?id=tw.co.akindo_sushiro.sushiroapp
https://www.cve.org/CVERecord?id=CVE-2023-22362
https://nvd.nist.gov/vuln/detail/CVE-2023-22362


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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