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CVE-2023-22374

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

essannacrraumseernan — Gertain versions of Big-ip Access Policy Manager from F5 contain the
following vulnerability:

A format string vulnerability exists in iControl SOAP that allows an
authenticated attacker to crash the iControl SOAP CGl process or,
potentially execute arbitrary code. In appliance mode BIG-IP, a
successful exploit of this vulnerability can allow the attacker to cross a
security boundary. Note: Software versions which have reached End
of Technical Support (E0TS) are not evaluated.

CVE-2023-22374 has been assigned by (§ f5sirt@f5.com to track the vulnerability - currently rated as I severity.

Affected Vendor/Software: (& F5 - BIG-IP version not down converted

CVSS3 Score: 8.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK HiGH, [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
HiGH ] HiGH [ HiGH ]

CVE References

Description Tags Link
myF5 [ my.f5.com | {® MISC my.f5.com/manage/s/article/K000130415
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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377959 F5 BIG-IP IControl SOAP Vulnerability CVE-2023-22374 (K35253541)

Exploit/POC from Github

In BIG-IP starting in versions 17.0.0, 16.1.2.2, 15.1.5.1, 14.1.4.6, and 13.1.5 on their
respective branches, a forma...
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AkLk kKKK KLk,
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cpe:2.3:a:f5:big-ip_advanced_firewall_manager:13.1.5:*:*:*:*:*:*::

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:17.0.0:*:*:*:*:*:*::
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_analytics:13.1.5: %"
cpe:2.3:a:f5:big-ip_analytics:17.0.0:*: %"
cpe:2.3:a:f5:big-ip_analytics:*:*:*****:*:
cpe:2.3:a:f5:big-ip_analytics:*:*:***:**:*:
cpe:2.3:a:f5:big-ip_analytics:*:*:*:**:**:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:13.1.5:* % :*:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:17.0.0:*:*: % :*:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:13.1.0:*:*:* "
cpe:2.3:a:f5:big-ip_application_security_manager:17.0.0:*:*:* "
cpe:2.3:a:f5:big-ip_application_security_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_ddos_hybrid_defender:13.1.5:%:*:*:* %
cpe:2.3:a:f5:big-ip_ddos_hybrid_defender:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_ddos_hybrid_defender:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_ddos_hybrid_defender:*:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_domain_name_system:17.0.0:*:":*
cpe:2.3:a:f5:big-ip_domain_name_system:*:*:*: " "
cpe:2.3:a:f5:big-ip_domain_name_system:*:*:*: """
cpe:2.3:a:f5:big-ip_domain_name_system:*:*:*: "
cpe:2.3:a:f5:big-ip_fraud_protection_service:13.1.5:%:*:* %

akkkokLakuk k.

cpe:2.3:a:f5:big-ip_fraud_protection_service:17.0.0:*:*:****::



kKK ok kKKK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:*:*:*:*:*:*:*:*:

kKK kKKK Lk,

cpe:2.3:a:f5:big-ip_fraud_protection_service:*:*:*:*:*:*:*:*:

LRk kR ok akak.

cpe:2.3:a:f5:big-ip_link_controller:13.1.5:*: " :*:

cpe:2.3:a:f5:big-ip_link_controller:17.0.0:*:*:*:**:*:*:

dkak kR kR kR,

cpe:2.3:a:f5:big-ip_link_controller:*:*:*:*:*:*:*:*:

LRk kR kR kR,

cpe:2.3:a:f5:big-ip_link_controller:*:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_local_traffic_manager:13.1.5:**:***:*:*:

cpe:2.3:a:f5:big-ip_local_traffic_manager:17.0.0:*:*:*:*:**:*:

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:13.1.5:*:***:**:*:

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:17.0.0:* """

cpe:2.3:a:f5:big-ip_ssl_orchestrator:13.1.5:%:" """

cpe:2.3:a:f5:big-ip_ssl_orchestrator:17.0.0:*:*:*:*:**:™:

dkakak ok ak kK k.

cpe:2.3:a:f5:big-ip_ssl_orchestrator:*:*:*:*:*:*:*:*:

dkakak ok ak kK k.

cpe:2.3:a:f5:big-ip_ssl_orchestrator:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Rapid7 Blog | CVE-2023-22374: F5 BIG-IP Format String Vulnerability stpmvt.com/40hQ6gt
@StopMalvertisin

Posted (UTC)

2023-02-01
16:00:05

2023-02-01
16:00:37


http://dlvr.it/ShnFg4
https://stpmvt.com/40hQ6gt
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