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CVE CVE-2023-22409
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-13 00:15:00 UTC

Updated 2023-01-24 17:18:00 UTC

Description An Unchecked Input for Loop Condition vulnerability in a NAT library of Juniper Networks Junos OS allows a local authentic
1 i

Risk And Classification

Problem Types: CWE-1284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos All All All All
Operating System Juniper Junos 19.4 - All All
Operating System Juniper Junos 19.4 r1 All All
Operating System Juniper Junos 19.4 r1-s1 All All
Operating System Juniper Junos 19.4 r1-s2 All All
Operating System Juniper Junos 19.4 r1-s3 All All
Operating System Juniper Junos 19.4 r1-s4 All All
Operating System Juniper Junos 19.4 r2 All All
Operating System Juniper Junos 19.4 r2-si All All
Operating System Juniper Junos 19.4 r2-s2 All All
Operating System Juniper Junos 19.4 r2-s3 All All
Operating System Juniper Junos 19.4 r2-s4 All All
Operating System Juniper Junos 19.4 r2-s5 All All
Operating System Juniper Junos 19.4 r2-s6 All All
Operating System Juniper Junos 19.4 r2-s7 All All
Operating System Juniper Junos 19.4 r3 All All
Operating System Juniper Junos 19.4 r3-si All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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43958 Juniper Network Operating System (Junos OS) MX and SRX Series Inconsistent NAT Configuration Vulnerability (JSA70205)
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