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CVE-2023-22455 - advisory for GHSA-5rq6-466r-6mr9

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assanvnncurnursceuiuan Gertain versions of Discourse from Discourse contain the following
: vulnerability:

Discourse is an option source discussion platform. Prior to version
2.8.14 on the “stable’ branch and version 3.0.0.beta16 on the "beta’
and "tests-passed’ branches, tag descriptions, which can be updated
by moderators, can be used for cross-site scripting attacks. This
vulnerability can lead to a full XSS on sites which have modified or
disabled Discourse’s default Content Security Policy. Versions 2.8.14 and 3.0.0.beta16
contain a patch.

CVE-2023-22455 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: () discourse - discourse version = < 2.8.14

Affected Vendor/Software: () discourse - discourse version = >= 2.9.0.beta0, < 3.0.0.beta16

| CVSS3 Score: (SHEMEDILN)

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK Low [ NONE |

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

SECURITY: escape quotes in tag ) MISC

description when rendering github.com/discourse/discourse/commit/692329896ac64d8581947e977202c243eef3b5a2

(#19730) -

discourse/discourse@6923298 -

GitHub



https://cve.report/
https://cve.report/CVE-2023-22455/mitre
https://cve.report/CVE-2023-22455/nist
https://cve.report/CVE-2023-22455/cve_org
https://cve.report/CVE-2023-22455.pdf
http://cve.report/software/discourse/discourse
http://cve.report/vendor/discourse
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/discourse/discourse/commit/692329896ac64d8581947e977202c243eef3b5a2

XSS through tag descriptions - FEOTEE ) MISC github.com/discourse/discourse/security/advisories/GHSA-5rq6-466r-6mr9
Advisory - discourse/discourse -
GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Discourse Discourse All All All All
Application Discourse Discourse 1.1.0 betal All All
Application Discourse Discourse 1.1.0 beta2 All All
Application Discourse Discourse 1.1.0 beta3 All All
Application Discourse Discourse 1.1.0 betad All All
Application Discourse Discourse 1.1.0 beta5 All All
Application Discourse Discourse 1.1.0 betab All All
Application Discourse Discourse 1.1.0 betabb All All
Application Discourse Discourse 1.1.0 beta7 All All
Application Discourse Discourse 1.1.0 beta8 All All
Application Discourse Discourse 1.2.0 betai All All
Application Discourse Discourse 1.2.0 beta2 All All
Application Discourse Discourse 1.2.0 beta3 All All
Application Discourse Discourse 1.2.0 beta4 All All
Application Discourse Discourse 1.2.0 beta5 All All
Application Discourse Discourse 1.2.0 betab All All
Application Discourse Discourse 1.2.0 beta7 All All
Application Discourse Discourse 1.2.0 beta8 All All
Application Discourse Discourse 1.2.0 beta9 All All
Application Discourse Discourse 1.3.0 betat All All
Application Discourse Discourse 1.3.0 beta10 All All
Application Discourse Discourse 1.3.0 betal1 All All
Application Discourse Discourse 1.3.0 beta2 All All
Application Discourse Discourse 1.3.0 beta3 All All
Application Discourse Discourse 1.3.0 betad All All

Application Discourse Discourse 1.3.0 beta5 All All
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Application Discourse Discourse 2.9.0 beta8 All All
Application Discourse Discourse 2.9.0 beta9 All All

Application Discourse Discourse 3.0.0 beta15 All All

cpe:2.3:a:discourse:discourse:1.1.0:betal:*:*:beta:*:*:*:

skakak.

cpe:2.3:a:discourse:discourse:1.1.0:beta2:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:1.1.0:beta3:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.1.0:betad:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.1.0:beta5:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.1.0:betab:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.1.0:betabb:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.1.0:beta7:*:*:beta:

ikakak.

cpe:2.3:a:discourse:discourse:1.1.0:beta8:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.2.0:betal:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.2.0:beta2:*:*:beta:

ckakak.

cpe:2.3:a:discourse:discourse:1.2.0:beta3:*:*:beta:

ikakak.

cpe:2.3:a:discourse:discourse:1.2.0:betad:*:*:beta:

ckakak.

cpe:2.3:a:discourse:discourse:1.2.0:beta5:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.2.0:betab:*:*:beta:

ckakak.

cpe:2.3:a:discourse:discourse:1.2.0:beta7:*:*:beta:

skakak,

cpe:2.3:a:discourse:discourse:1.2.0:beta8:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.2.0:beta9:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.3.0:betal:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.3.0:beta10:*:*:beta:*:

kakak.

cpe:2.3:a:discourse:discourse:1.3.0:betal1:*:*:beta:*:

*akak.

cpe:2.3:a:discourse:discourse:1.3.0:beta2:*:*:beta:
cpe:2.3:a:discourse:discourse:1.3.0:beta3:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.3.0:betad:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.3.0:beta5:*:*:beta:*:*:*:
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cpe:2.3:a:discourse:discourse:1.3.0:beta6:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.3.0:beta7:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.3.0:beta8:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.3.0:beta9:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.4.0:betal:*:*:beta:*:*:*:

kakak.

cpe:2.3:a:discourse:discourse:1.4.0:betal10:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.4.0:betal1:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.4.0:betal12:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.4.0:beta2:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.4.0:beta3:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.4.0:betad:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:1.4.0:beta5:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.4.0:betab:*:*:beta:

ckakak.

cpe:2.3:a:discourse:discourse:1.4.0:beta7:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:1.4.0:beta8:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:1.4.0:beta9:*:*:beta:

ckakak.

cpe:2.3:a:discourse:discourse:1.5.0:betal:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.5.0:beta10:*:*:beta:*:

kakak.

cpe:2.3:a:discourse:discourse:1.5.0:betal1:*:*:beta:*:

kakak.

cpe:2.3:a:discourse:discourse:1.5.0:beta12:*:*:beta:*:

kakak.

cpe:2.3:a:discourse:discourse:1.5.0:beta13:*:*:beta:*:

*ukak.

cpe:2.3:a:discourse:discourse:1.5.0:betal13b:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.5.0:beta14:*:*:beta:*:

*akak.

cpe:2.3:a:discourse:discourse:1.5.0:beta2:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.5.0:beta3:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.5.0:betad:*:*:beta:

cpe:2.3:a:discourse:discourse:1.5.0:beta5:*:*:beta:

cpe:2.3:a:discourse:discourse:1.5.0:beta6:*:*:beta:*:*:*:



cpe:2.3:a:discourse:discourse:1.5.0:beta7:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.5.0:beta8:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.5.0:beta9:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.6.0:betal:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.6.0:beta10:*:*:beta:*:*:*:

kakak.

cpe:2.3:a:discourse:discourse:1.6.0:betal1:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.6.0:betal12:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.6.0:beta2:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:1.6.0:beta3:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.6.0:betad:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.6.0:beta5:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.6.0:betab:*:*:beta:

ikakak.

cpe:2.3:a:discourse:discourse:1.6.0:beta7:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.6.0:beta8:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.6.0:beta9:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.7.0:betal:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.7.0:betal10:*:*:beta:*:

kakak.

cpe:2.3:a:discourse:discourse:1.7.0:betal1:*:*:beta:*:

dkakak.

cpe:2.3:a:discourse:discourse:1.7.0:beta2:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.7.0:beta3:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.7.0:betad:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.7.0:beta5:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.7.0:betab:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.7.0:beta7:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.7.0:beta8:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.7.0:beta9:*:*:beta:

*ak k.

cpe:2.3:a:discourse:discourse:1.8.0:betal:*:*:beta:

ok k,

cpe:2.3:a:discourse:discourse:1.8.0:beta10:*:*:beta:
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cpe:2.3:a:discourse:discourse:1.8.0:betal2:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.8.0:beta13:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.8.0:beta2:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.8.0:beta3:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:1.8.0:betad:*:*:beta:*:*:*:

kakak.

cpe:2.3:a:discourse:discourse:1.8.0:beta5:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:1.8.0:betab:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:1.8.0:beta7:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:1.8.0:beta8:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.8.0:beta9:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:1.9.0:betal:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:1.9.0:betal10:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:1.9.0:betal1:*:*:beta:*:

***.

cpe:2.3:a:discourse:discourse:1.9.0:beta12:*:*:beta:*:

***.

cpe:2.3:a:discourse:discourse:1.9.0:beta13:*:*:beta:*:

***.

cpe:2.3:a:discourse:discourse:1.9.0:betal14:*:*:beta:*:

***.

cpe:2.3:a:discourse:discourse:1.9.0:beta15:*:*:beta:*:

***.

cpe:2.3:a:discourse:discourse:1.9.0:beta16:*:*:beta:*:

***.

cpe:2.3:a:discourse:discourse:1.9.0:betal7:*:*:beta:*:

skakak,

cpe:2.3:a:discourse:discourse:1.9.0:beta2:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.9.0:beta3:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.9.0:betad:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.9.0:beta5:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.9.0:betab:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.9.0:beta7:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:1.9.0:beta8:*:*:beta:

cpe:2.3:a:discourse:discourse:1.9.0:beta9:*:*:beta:

cpe:2.3:a:discourse:discourse:2.0.0:betal:*:*:beta:*:*:*:



cpe:2.3:a:discourse:discourse:2.0.0:beta10:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.0.0:beta2:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.0.0:beta3:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.0.0:betad:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.0.0:beta5:*:*:beta:*:*:*:

kok ok

cpe:2.3:a:discourse:discourse:2.0.0:betab:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.0.0:beta7:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.0.0:beta8:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.0.0:beta9:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.1.0:betal:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.1.0:beta2:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.1.0:beta3:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.1.0:betad:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.1.0:beta5:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.1.0:betab:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:betal:*:*:beta:

cpe:2.3:a:discourse:discourse:2.2.0:betal10:*:*:beta:*:*:*:

***.

cpe:2.3:a:discourse:discourse:2.2.0:beta2:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:beta3:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:betad:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:beta5:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:betab:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:beta7:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:beta8:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.2.0:beta9:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.3.0:betal:*:*:beta:

ok k,

cpe:2.3:a:discourse:discourse:2.3.0:beta10:*:*:beta:

ko k.,

cpe:2.3:a:discourse:discourse:2.3.0:betal1:*:*:beta:



cpe:2.3:a:discourse:discourse:2.3.0:beta2:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.3.0:beta3:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.3.0:betad:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.3.0:beta5:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.3.0:betab:*:*:beta:*:*:*:

skakak.

cpe:2.3:a:discourse:discourse:2.3.0:beta7:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:2.3.0:beta8:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:2.3.0:beta9:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:2.4.0:betal:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:2.4.0:betal10:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:2.4.0:betal1:*:*:beta:

ckakak.

cpe:2.3:a:discourse:discourse:2.4.0:beta2:*:*:beta:

ikakak.

cpe:2.3:a:discourse:discourse:2.4.0:beta3:*:*:beta:

dkakak.

cpe:2.3:a:discourse:discourse:2.4.0:betad:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:2.4.0:beta5:*:*:beta:

ikakak.

cpe:2.3:a:discourse:discourse:2.4.0:betab:*:*:beta:

ikakak.

cpe:2.3:a:discourse:discourse:2.4.0:beta7:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:2.4.0:beta8:*:*:beta:

ckakak.

cpe:2.3:a:discourse:discourse:2.4.0:beta9:*:*:beta:

skakak.

cpe:2.3:a:discourse:discourse:2.5.0:betal:*:*:beta:

skakak,

cpe:2.3:a:discourse:discourse:2.5.0:beta2:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:2.5.0:beta3:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:2.5.0:betad:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:2.5.0:beta5:*:*:beta:

*ukak.

cpe:2.3:a:discourse:discourse:2.5.0:betab:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:2.5.0:beta7:*:*:beta:

*akak.

cpe:2.3:a:discourse:discourse:2.6.0:betal:*:*:beta:

cpe:2.3:a:discourse:discourse:2.6.0:beta2:*:*:beta:

cpe:2.3:a:discourse:discourse:2.6.0:beta3:*:*:beta:*:*:*:



cpe:2.3:a:discourse:discourse:2.6.0:betad:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.6.0:betab:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.6.0:betab:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.7.0:betal:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.7.0:beta2:*:*:beta:*:*:*:

kokoke

cpe:2.3:a:discourse:discourse:2.7.0:beta3:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.7.0:betad:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.7.0:beta5:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.7.0:betab:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.7.0:beta7:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.7.0:beta8:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.7.0:beta9:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:betal:*:*:beta:

cpe:2.3:a:discourse:discourse:2.8.0:betal10:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:2.8.0:betal1:*:*:beta:*:*:*:

***.

cpe:2.3:a:discourse:discourse:2.8.0:beta2:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:beta3:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:betad:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:beta5:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:betab:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:beta7:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:beta8:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.8.0:beta9:*:*:beta:

***.

cpe:2.3:a:discourse:discourse:2.9.0:betal:*:*:beta:

kakak.

cpe:2.3:a:discourse:discourse:2.9.0:beta10:*:*:beta:*:

*uk ok,

cpe:2.3:a:discourse:discourse:2.9.0:betal1:*:*:beta:*:

cpe:2.3:a:discourse:discourse:2.9.0:betal12:*:*:beta:

cpe:2.3:a:discourse:discourse:2.9.0:betal3:*:*:beta:*:*:*:



cpe:2.3:a:discourse:discourse:2.9.0:betal4:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:beta2:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:beta3:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:betad:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:betas:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:betab:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:beta7:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:beta8:*:*:beta:*:*:*:
cpe:2.3:a:discourse:discourse:2.9.0:beta9:*:*:beta:*:*:*:

cpe:2.3:a:discourse:discourse:3.0.0:beta15:*:*:beta:*:*:*:

No vendor comments have been submitted for this CVE

Social Mentions
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@CVEreport CVE-2023-22455 : Discourse is an option source discussion platform. Prior to version 2.8.14 on the 2023-01-05
“stable” branch... twitter.com/i/web/status/1... 21:02:27
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