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Summary

CVE CVE-2023-22458

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-20 19:15:00 UTC

Updated 2023-02-02 14:23:00 UTC

Description Redis is an in-memory database that persists on disk. Authenticated users can issue a `HRANDFIELD` or `ZRANDMEMBER` command with specially crafted arguments to trigger a denial-of-service by crashing Redis with an assertion failure. This problem affects Redis versions 6.2 or newer up to but not including 6.2.9 as well as versions 7.0 up to but not including 7.0.8. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redis Redis All All All All

References

Reference Source

Fix range issues in ZRANDMEMBER and HRANDFIELD (CVE-2023-22458) (#11674) · redis/redis@16f408b · GitHub MISC

Integer overflow in the Redis HRANDFIELD and ZRANDMEMBER commands may lead to denial-of-service · Advisory · redis/redis · GitHub MISC

Release 7.0.8 · redis/redis · GitHub MISC

Release 6.2.9 · redis/redis · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182305 Debian Security Update for redis (CVE-2023-22458)

283636 Fedora Security Update for redis (FEDORA-2023-fbfe7a6cfe)

283639 Fedora Security Update for redis (FEDORA-2023-68ae37fca3)

https://cve.report/
https://cve.report/CVE-2023-22458/mitre
https://cve.report/CVE-2023-22458/nist
https://cve.report/CVE-2023-22458/cve_org
https://cve.report/CVE-2023-22458.pdf
http://cve.report/vendor/redis
http://cve.report/software/redis/redis
https://github.com/redis/redis/commit/16f408b1a0121cacd44cbf8aee275d69dc627f02
https://github.com/redis/redis/security/advisories/GHSA-r8w2-2m53-gprj
https://github.com/redis/redis/releases/tag/7.0.8
https://github.com/redis/redis/releases/tag/6.2.9
https://www.cve.org/CVERecord?id=CVE-2023-22458
https://nvd.nist.gov/vuln/detail/CVE-2023-22458
http://cve.report/qid/182305
http://cve.report/qid/283636


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

283639 Fedora Security Update for redis (FEDORA-2023-68ae37fca3)

356171 Amazon Linux Security Advisory for redis : ALASREDIS6-2023-001

356510 Amazon Linux Security Advisory for redis : ALAS2REDIS6-2023-001

502644 Alpine Linux Security Update for redis

502645 Alpine Linux Security Update for redis

504360 Alpine Linux Security Update for redis

691029 Free Berkeley Software Distribution (FreeBSD) Security Update for redis (5fa68bd9-95d9-11ed-811a-080027f5fec9)

753641 SUSE Enterprise Linux Security Update for redis (SUSE-SU-2023:0295-1)

905285 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (13042)

905290 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (13053)

905577 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (13042-1)

905608 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (13053-1)

906564 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (13042-3)

906632 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (13053-3)

906797 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (13042-5)
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