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Summary

CVE CVE-2023-22462

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-02 01:15:00 UTC

Updated 2024-02-01 17:08:00 UTC

Description Grafana is an open-source platform for monitoring and observability. On 2023-01-01 during an internal audit of Grafana, a member of the security team found a stored XSS vulnerability affecting the core plugin "Text". The stored XSS vulnerability requires several user interactions in order to be fully exploited. The vulnerability was possible due to React's render cycle that will pass though the unsanitized HTML code, but in the next cycle the HTML is cleaned up and saved in Grafana's database. An attacker needs to have the Editor role in order to change a Text panel to include JavaScript. Another user needs to edit the same Text panel, and click on "Markdown" or "HTML" for the code to be executed. This means that vertical privilege escalation is possible, where a user with Editor role can change to a known password for a user having Admin role if the user with Admin role executes malicious JavaScript viewing a dashboard. This issue has been patched in versions 9.2.10 and 9.3.4.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Grafana Grafana All All All All

References

Reference Source

Stored XSS in Text plugin · Advisory · grafana/grafana · GitHub MISC

CVE-2023-22462 Grafana Vulnerability in NetApp Products | NetApp Product Security MISC

Grafana security release: New versions with security fixes for CVE-2023-0594, CVE-2023-0507, and CVE-2023-22462 | Grafana Labs MISC

[v9.3.x] Plugins: Fix plugin query help markdown (#60907) · grafana/grafana@db83d5f · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691080 Free Berkeley Software Distribution (FreeBSD) Security Update for grafana (6dccc186-b824-11ed-b695-6c3be5272acd)

730756 Grafana Multiple Stored Cross-Site Scripting (XSS) Vulnerabilities
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