CVE-2023-22463

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2023-22463
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-04 16:15:00 UTC
Updated 2023-01-10 19:08:00 UTC
Description KubePi is a k8s panel. The jwt authentication function of KubePi through version 1.6.2 uses hard-coded Jwtsigkeys, resultir

/ |

1|

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fit2cloud Kubepi All All All All

Reference Source Lin
fix: R jwt FE4RIZ S A k8s HEEHZFEIRIE - KubeOperator/KubePi@3be58b8 - GitHub MISC gith
Release v1.6.3 - KubeOperator/KubePi - GitHub MISC gith
Hardcoded Jwtsigkeys allows malicious actor to login with a forged JWT token - Advisory - KubeOperator/KubePi - GitHub ~ MISC gith
KubePi/session.go at da784f5532ea2495b92708cacb32703bff3a45a3 - KubeOperator/KubePi - GitHub MISC gith
CVE Program record CVE.ORG ww
NVD vulnerability detail

4

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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