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Summary

CVE CVE-2023-22470

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-14 01:15:00 UTC

Updated 2023-01-24 01:29:00 UTC

Description Nextcloud Deck is a kanban style organization tool aimed at personal planning and project organization for teams integrated with Nextcloud. A database error can be generated potentially causing a DoS when performed multiple times. There are currently no known workarounds. It is recommended that the Nextcloud Server is upgraded to 1.6.5 or 1.7.3 or 1.8.2.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Deck All All All All

References

Reference Source Link

Missing character limitation allows to put generate a database error · Advisory · nextcloud/security-advisories · GitHub MISC github.com

feat: add validators to check values in services by luka-nextcloud · Pull Request #4059 · nextcloud/deck · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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