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assamvnncurnunsuennan — Gertain versions of Netdata from Netdata contain the following
’ vulnerability:

Netdata is an open source option for real-time infrastructure monitoring
and troubleshooting. An attacker with the ability to establish a
streaming connection can execute arbitrary commands on the targeted
Netdata agent. When an alert is triggered, the function
“health_alarm_execute’ is called. This function performs different
checks and then enqueues a command by calling "spawn_enqg_cmd . This command is
populated with several arguments that are not sanitized. One of them is the
‘registry_hostname’ of the node for which the alert is raised. By providing a specially crafted
‘registry_hostname™ as part of the health data that is streamed to a Netdata (parent) agent, an
attacker can execute arbitrary commands at the remote host as a side-effect of the raised
alert. Note that the commands are executed as the user running the Netdata Agent. This user
is usually named "netdata’. The ability to run arbitrary commands may allow an attacker to
escalate privileges by escalating other vulnerabilities in the system, as that user. The problem
has been fixed in: Netdata agent v1.37 (stable) and Netdata agent v1.36.0-409 (nightly). As a
workaround, streaming is not enabled by default. If you have previously enabled this, it can be
disabled. Limiting access to the port on the recipient Agent to trusted child connections may
mitigate the impact of this vulnerability.

CVE-2023-22496 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: ) netdata - netdata version = < 1.36.0-409

Affected Vendor/Software: () netdata - netdata version = < 1.37

CVSS3 Score: 9.8 - CRITICAL
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https://cve.report/CVE-2023-22496/nist
https://cve.report/CVE-2023-22496/cve_org
https://cve.report/CVE-2023-22496.pdf
http://cve.report/software/netdata/netdata
http://cve.report/vendor/netdata
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CVE References

Description Tags Link

Netdata Streaming Alert Command Injection - Advisory - [ github.com I w JV(I(®

netdata/netdata - GitHub github.com/netdata/netdata/security/advisories/GHSA-xg38-
3vmw-2978

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

182147 Debian Security Update for netdata (CVE-2023-22496)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Netdata Netdata All All All All

No vendor comments have been submitted for this CVE
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