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Summary

CVE CVE-2023-22611

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-31 17:15:00 UTC

Updated 2023-02-07 19:56:00 UTC

Description A CWE-200: Exposure of Sensitive Information to an Unauthorized Actor vulnerability exists that could cause information disclosure when specific messages are sent to the server over the database server TCP port. Affected Products: EcoStruxure Geo SCADA Expert 2019 - 2021 (formerly known as ClearSCADA) (Versions prior to October 2022)

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 - All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7268.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7322.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7429.2 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7457.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7488.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7522.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7545.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7578.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7613.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7641.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7690.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7714.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7742.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7777.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7808.2 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7840.1 All All All
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Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7840.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7875.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7896.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7936.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.7980.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8015.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8108.2 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8122.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8155.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8172.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8197.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8220.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2019 81.8267.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 - All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7551.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7578.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7613.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7641.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7692.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7717.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7742.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7787.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7809.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7840.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7875.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7913.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7936.2 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.7980.2 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8017.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8108.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8122.2 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8155.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8181.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8197.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8221.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2020 83.8267.1 All All All
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Application Schneider-electric Ecostruxure Geo Scada Expert 2021 - All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8027.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8108.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8120.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8158.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8182.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8197.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8218.1 All All All

Application Schneider-electric Ecostruxure Geo Scada Expert 2021 84.8269.1 All All All

References

Reference Source Link

download.schneider-electric.com/files MISC download.schneider-electric.com

Security Notification - ​​EcoStruxure Geo SCADA Expert ​ Security and Safety Notice | Schneider Electric MISC www.se.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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