CVE

State

Assigner
Source Priority
Published
Updated

Description

CVE-2023-22666

MITRE NVD

CVE-2023-22666

PUBLIC

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback

2023-08-08 10:15:00 UTC

2023-08-10 15:41:00 UTC

Memory Corruption in Audio while playing amrwbplus clips with modified content.

CVE.ORG

Print: PDF %5

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Vendor

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Product

Apg8009

Apqg8009 Firmware
Apq8017

Apg8017 Firmware
Apg8096au
Apg8096au Firmware
Aqgt1000

Aqt1000 Firmware
Ar8031

Ar8031 Firmware
Ar8035

Ar8035 Firmware
Csra6620
Csra6620 Firmware
Csra6640
Csra6640 Firmware

Csrb31024

Version

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


https://cve.report/
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https://cve.report/CVE-2023-22666/cve_org
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http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8017
http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/csra6620
http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640
http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csrb31024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209
http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/msm8917
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8917_firmware
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http://cve.report/software/qualcomm/msm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca4020
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca4020_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6420
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6420_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6421
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6421_firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6431
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6431_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6698aq
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6698aq_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8337
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8337_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377_firmware

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qca9379

Qca9379 Firmware

Qcm2290

Qcm2290 Firmware

Qcm4290

Qcm4290 Firmware

Qcm6125

Qcm6125 Firmware

Qcm6490

Qcm6490 Firmware

Qcn9011

Qcn9011 Firmware

Qcn9012

Qcn9012 Firmware

Qcn9074

Qcn9074 Firmware

Qcs2290

Qcs2290 Firmware

Qcs405

Qcs405 Firmware

Qcs410

Qcs410 Firmware

Qcs4290

Qcs4290 Firmware

Qcs605

Qcs605 Firmware

Qcs610

Qcs610 Firmware

Qcs6125

Qcs6125 Firmware

Qcs6490

Qcs6490 Firmware

Qcx315

Qcx315 Firmware

Qm215

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9379
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9379_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm2290
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm2290_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm4290
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm4290_firmware
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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