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CVE CVE-2023-2269
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-25 21:15:00 UTC
Updated 2024-02-01 01:33:00 UTC
Description A denial of service problem was found, due to a possible recursive locking scenario, resulting in a deadlock in table_clear ir

/ |

1|

Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Operating System Debian Debian Linux 12.0 All All All
Operating System Fedoraproject Fedora 36 All All All
Operating System Fedoraproject Fedora 37 All All All
Operating System Fedoraproject Fedora 38 All All All
Operating System Linux Linux Kernel 6.2 All All All
Hardware Netapp H300s - All All All
Operating System Netapp H300s Firmware - All All All
Hardware Netapp H410c - All All All
Operating System Netapp H410c Firmware - All All All
Hardware Netapp H410s - All All All
Operating System Netapp H410s Firmware - All All All
Hardware Netapp H500s - All All All
Operating System Netapp H500s Firmware - All All All
Hardware Netapp H700s - All All All
Operating System Netapp H700s Firmware - All All All
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References

Reference Source Link Te
[SECURITY] [DLA 3508-1] linux security update MLIST lists.debian.org

Re: Possible deadlock detected in Linux 6.2.0 in dm_get_inactive_table (dm-ioctl.c) MISC lore.kernel.org
[SECURITY] Fedora 36 Update: kernel-6.2.15-100.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: kernel-6.2.15-100.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 38 Update: kernel-6.2.15-300.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE-2023-2269 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
Debian -- Security Information -- DSA-5480-1 linux DEBIAN www.debian.org

Re: Possible deadlock detected in Linux 6.2.0 in dm_get_inactive_table (dm-ioctl.c) lore.kernel.org
[SECURITY] Fedora 37 Update: kernel-6.2.15-200.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Debian -- Security Information -- DSA-5448-1 linux DEBIAN www.debian.org

[SECURITY] Fedora 37 Update: kernel-6.2.15-200.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 3623-1] linux-5.10 security update MLIST lists.debian.org
[SECURITY] Fedora 38 Update: kernel-6.2.15-300.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160766 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2023-12566)

160767 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2023-12565)

199421 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6173-1)

199652 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6283-1)

199670 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6300-1)

199764 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6385-1)

199784 Ubuntu Security Notification for Linux kernel (BlueField) Vulnerabilities (USN-6397-1)

283979 Fedora Security Update for kernel (FEDORA-2023-0039312620)

283980 Fedora Security Update for kernel (FEDORA-2023-dfd4a6e8f2)

284139 Fedora Security Update for kernel (FEDORA-2023-26325e5399)

355351 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2023-020
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355352 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.10-2023-033

355416 Amazon Linux Security Advisory for kernel : ALAS2023-2023-184

355536 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2023-047

355545 Amazon Linux Security Advisory for kernel : ALAS2-2023-2100

355557 Amazon Linux Security Advisory for kernel : ALAS-2023-1773

378701 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2023:0030)

378710 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0079)

390285 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2023-0017)

390286 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2023-0018)

6000136 Debian Security Update for linux (DLA 3508-1)

6000207 Debian Security Update for linux (DSA 5448-1)

6000212 Debian Security Update for linux (DSA 5480-1)

6000265 Debian Security Update for linux-5.10 (DLA 3623-1)

6140224 AWS Bottlerocket Security Update for kernel (GHSA-9wjj-6hp2-xq65)

673214 EulerOS Security Update for kernel (EulerOS-SA-2023-2383)

673232 EulerOS Security Update for kernel (EulerOS-SA-2023-2357)

673261 EulerOS Security Update for kernel (EulerOS-SA-2023-2614)

673272 EulerOS Security Update for kernel (EulerOS-SA-2023-2584)

673393 EulerOS Security Update for kernel (EulerOS-SA-2023-2647)

673498 EulerOS Security Update for kernel (EulerOS-SA-2023-3132)

674113 EulerOS Security Update for kernel (EulerOS-SA-2023-2689)

754097 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2507-1)

754110 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2538-1)

755851 SUSE Enterprise Linux Security Update for the linux kernel (SUSE-SU-2023:2646-1)
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