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Summary

CVE CVE-2023-2270

State PUBLIC

Assigner psirt@netskope.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-15 05:15:00 UTC

Updated 2023-06-30 00:08:00 UTC

Description The Netskope client service running with NT\SYSTEM privileges accepts network connections from localhost to start various services and execute commands. The connection handling function of Netskope client before R100 in this service utilized a relative path to download and unzip configuration files on the machine. This relative path provided a way for local users to write arbitrary files at a location which is accessible to only higher privileged users. This can be exploited by local users to execute code with NT\SYSTEM privileges on the end machine.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Netskope Netskope All All All All

References

Reference Source Link Tags

NSKPSA-2023-001 - Netskope MISC www.netskope.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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