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CVE CVE-2023-22726
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-01-20 22:15:00 UTC
Updated 2023-02-03 15:56:00 UTC
Description act is a project which allows for local running of github actions. The artifact server that stores artifacts from Github Action ru

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Act Project Act All All All

Language

All

References

Reference Source
fix: update artifact server to address GHSL-2023-004 (#1565) - nektos/act@63ae215 - GitHub MISC
act/server.go at v0.2.35 - nektos/act - GitHub MISC
act/server.go at master - nektos/act - GitHub MISC
Github Security Lab: GHSL-2023-004 - Advisory - nektos/act - GitHub MISC
Github Security Lab: GHSL-2023-004 - Issue #1553 - nektos/act - GitHub MISC
act/server.go at v0.2.35 - nektos/act - GitHub MISC

GHSL-2023-004: Arbitrary file upload and download in act - CVE-2023-22726 | GitHub Security Lab  MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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