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Summary

CVE CVE-2023-22729

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-26 15:15:00 UTC

Updated 2023-05-04 20:13:00 UTC

Description Silverstripe Framework is the Model-View-Controller framework that powers the Silverstripe content management system. Prior to version 4.12.15, an attacker can display a link to a third party website on a login screen by convincing a legitimate content author to follow a specially crafted link. Users should upgrade to Silverstripe Framework 4.12.15 or above to address the issue.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Silverstripe Framework All All All All

References

Reference Source Link

Open redirect vulnerability on CMSSecurity relogin screen · Advisory · silverstripe/silverstripe-framework · GitHub MISC github.com

[CVE-2023-22729] Escaped double slash is absolute URL · silverstripe/silverstripe-framework@1a5bb4c · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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