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CVE CVE-2023-22741
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-19 22:15:00 UTC
Updated 2023-05-24 21:15:00 UTC
Description Sofia-SIP is an open-source SIP User-Agent library, compliant with the IETF RFC3261 specification. In affected versions St
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Signalwire Sofia-sip All All All All

Reference Source Link Tags

heap-over-flow in stun_parse_attribute - Advisory - freeswitch/sofia-sip - GitHub MISC github.com

Merge pull request #182 from QiuhaoLi/fix-stun-parser-oob - freeswitch/sofia-sip@da53e4f - GitHub ~ MISC github.com

Debian -- Security Information -- DSA-5410-1 sofia-sip MISC www.debian.org

CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic
4] J 1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181516 Debian Security Update for sofia-sip (DLA 3292-1)
181801 Debian Security Update for sofia-sip (DSA 5410-1)

182505 Debian Security Update for sofia-sip (CVE-2023-22741)
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199225 Ubuntu Security Notification for Sofia-SIP Vulnerabilities (USN-5932-1)
502677 Alpine Linux Security Update for sofia-sip

504407 Alpine Linux Security Update for sofia-sip
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