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CVE CVE-2023-22743
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-14 21:15:00 UTC
Updated 2023-08-02 19:27:00 UTC
Description Git for Windows is the Windows port of the revision control system Git. Prior to Git for Windows version 2.39.2, by carefully
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Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Git-scm Git All All All All

Application Git For Windows Project Git For Windows All All All All

Reference 5

About Side-by-Side Assemblies - Win32 apps | Microsoft Learn

Git for Windows' uninstaller vulnerable to DLL hijacking when run under the SYSTEM user account - Advisory - git-for-windows/git - GitHub |

Hijack Execution Flow: DLL Side-Loading, Sub-technique T1574.002 - Enterprise | MITRE ATT&CK®

Enabling Visual Styles - Win32 apps | Microsoft Learn

Release Git for Windows 2.39.2 - git-for-windows/git - GitHub

Git for Windows' installer is susceptible to DLL side loading attacks - Advisory - git-for-windows/git - GitHub

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-22743/mitre
https://cve.report/CVE-2023-22743/nist
https://cve.report/CVE-2023-22743/cve_org
https://cve.report/CVE-2023-22743.pdf
http://cve.report/vendor/git-scm
http://cve.report/software/git-scm/git
http://cve.report/vendor/git_for_windows_project
http://cve.report/software/git_for_windows_project/git_for_windows
https://learn.microsoft.com/en-us/windows/win32/sbscs/about-side-by-side-assemblies-
https://github.com/git-for-windows/git/security/advisories/GHSA-gf48-x3vr-j5c3
https://attack.mitre.org/techniques/T1574/002/
https://learn.microsoft.com/en-us/windows/win32/controls/cookbook-overview?redirectedfrom=MSDN#using-comctl32dll-version-6-in-an-application-that-uses-only-standard-extensions
https://github.com/git-for-windows/git/releases/tag/v2.39.2.windows.1
https://github.com/git-for-windows/git/security/advisories/GHSA-p2x9-prp4-8gvq
https://www.cve.org/CVERecord?id=CVE-2023-22743
https://nvd.nist.gov/vuln/detail/CVE-2023-22743

91992 Microsoft Visual Studio Security Updates for March 2023
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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