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Summary

CVE CVE-2023-22764

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-01 08:15:00 UTC

Updated 2023-11-07 04:07:00 UTC

Description Authenticated command injection vulnerabilities exist in the ArubaOS command line interface. Successful exploitation of these vulnerabilities result in the ability to execute arbitrary commands as a privileged user on the underlying operating system.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Arubanetworks 7010 - All All All

Hardware Arubanetworks 7030 - All All All

Hardware Arubanetworks 7205 - All All All

Hardware Arubanetworks 7210 - All All All

Hardware Arubanetworks 7220 - All All All

Hardware Arubanetworks 7240xm - All All All

Hardware Arubanetworks 7280 - All All All

Hardware Arubanetworks 9004 - All All All

Hardware Arubanetworks 9004-lte - All All All

Hardware Arubanetworks 9012 - All All All

Operating System Arubanetworks Arubaos All All All All

Operating System Arubanetworks Arubaos All All All All

Operating System Arubanetworks Arubaos All All All All

Hardware Arubanetworks Mc-va-10 - All All All

Hardware Arubanetworks Mc-va-1k - All All All

Hardware Arubanetworks Mc-va-250 - All All All

Hardware Arubanetworks Mc-va-50 - All All All
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Hardware Arubanetworks Mc-va-50 - All All All

Hardware Arubanetworks Mcr-hw-10k - All All All

Hardware Arubanetworks Mcr-hw-1k - All All All

Hardware Arubanetworks Mcr-hw-5k - All All All

Hardware Arubanetworks Mcr-va-10k - All All All

Hardware Arubanetworks Mcr-va-1k - All All All

Hardware Arubanetworks Mcr-va-50 - All All All

Hardware Arubanetworks Mcr-va-500 - All All All

Hardware Arubanetworks Mcr-va-5k - All All All

Application Arubanetworks Sd-wan All All All All

References

Reference Source Link Tags

www.arubanetworks.com/assets/alert/ARUBA-PSA-2023-002.txt MISC www.arubanetworks.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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