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CVE CVE-2023-22792
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-09 20:15:00 UTC
Updated 2024-02-02 14:15:00 UTC
Description A regular expression based DoS vulnerability in Action Dispatch <6.0.6.1,< 6.1.7.1, and <7.0.4.1. Specially crafted cookies,
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Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails All All All All

Reference Sot
Debian -- Security Information -- DSA-5372-1 rails DEI

[CVE-2023-22792] Possible ReDoS based DoS vulnerability in Action Dispatch - Security Announcements - Ruby on Rails Discussions ~ MIS
CVE-2023-22792 Ruby on Rails Vulnerability in NetApp Products | NetApp Product Security
CVE Program record CVi

NVD vulnerability detail NVI
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181676 Debian Security Update for rails (DSA 5372-1)
184926 Debian Security Update for rails (CVE-2023-22792)

242347 Red Hat Update for Satellite 6.14 (RHSA-2023:6818)



https://cve.report/
https://cve.report/CVE-2023-22792/mitre
https://cve.report/CVE-2023-22792/nist
https://cve.report/CVE-2023-22792/cve_org
https://cve.report/CVE-2023-22792.pdf
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
https://www.debian.org/security/2023/dsa-5372
https://discuss.rubyonrails.org/t/cve-2023-22792-possible-redos-based-dos-vulnerability-in-action-dispatch/82115
https://security.netapp.com/advisory/ntap-20240202-0007/
https://www.cve.org/CVERecord?id=CVE-2023-22792
https://nvd.nist.gov/vuln/detail/CVE-2023-22792
http://cve.report/qid/181676
http://cve.report/qid/184926
http://cve.report/qid/242347

284280 Fedora Security Update for rubygem (FEDORA-2023-f60cca0686)
753715 SUSE Enterprise Linux Security Update for rubygem-actionpack-5_1 (SUSE-SU-2023:0444-1)

961065 Rocky Linux Security Update for Satellite (RLSA-2023:6818)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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