
CVE-2023-22813
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-22813

State PUBLIC

Assigner psirt@wdc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-08 23:15:00 UTC

Updated 2023-05-16 15:01:00 UTC

Description A device API endpoint was missing access controls on Western Digital My Cloud OS 5 iOS and Anroid Mobile Apps, My Cloud Home iOS and Android Mobile Apps, SanDisk ibi iOS and Android Mobile Apps, My Cloud OS 5 Web App, My Cloud Home Web App and the SanDisk ibi Web App. Due to a permissive CORS policy and missing authentication requirement for private IPs, a remote attacker on the same network as the device could obtain device information by convincing a victim user to visit an attacker-controlled server and issue a cross-site request. 

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Westerndigital My Cloud All All All All

Application Westerndigital My Cloud Home All All All All

Application Westerndigital My Cloud Home All All All All

Application Westerndigital My Cloud Home All All All All

Application Westerndigital My Cloud Os 5 All All All All

Application Westerndigital My Cloud Os 5 All All All All

Application Westerndigital Sandisk Ibi All All All All

Application Westerndigital Sandisk Ibi All All All All

Application Westerndigital Sandisk Ibi All All All All

References

Reference Source

WDC-23004 Western Digital My Cloud OS 5, My Cloud Home, SanDisk ibi and WD Cloud Mobile and Web App Update | Western Digital MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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