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Summary

CVE CVE-2023-22843

State PUBLIC

Assigner prodsec@nozominetworks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-09 09:15:00 UTC

Updated 2023-08-16 21:06:00 UTC

Description An authenticated attacker with administrative access to the appliance can inject malicious JavaScript code inside the definition of a Threat Intelligence rule, that will later be executed by another legitimate user viewing the details of such a rule. An attacker may be able to perform unauthorized actions on behalf of legitimate users. JavaScript injection was possible in the content for Yara rules, while limited HTML injection has been proven for packet and STYX rules. The injected code will be executed in the context of the authenticated victim's session.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nozominetworks Cmc All All All All

Application Nozominetworks Guardian All All All All

References

Reference

NN-2023:4-01 - Stored Cross-Site Scripting (XSS) in Threat Intelligence rules in Guardian/CMC before 22.6.2 - CVE-2023-22843 | Product Security Incident Response Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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