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assanvnncurmnumnsuenan — Gertain versions of Bzip2 from Bzip2 Project contain the following
: vulnerability:

The bzip2 crate before 0.4.4 for Rust allow attackers to cause a denial
of service via a large file that triggers an integer overflow in mem.rs.
NOTE: this is unrelated to the https://crates.io/crates/bzip2-rs product.

CVE-2023-22895 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVE References

Description Tags Link
[cratesio | & Misc
crates.io/crates/bzip2/versions
[SECURITY] Fedora 37 Update: rust-sequoia-sop-0.26.1-5.fc37 - package- FEDORA FEDORA-2023-
announce - Fedora Mailing-Lists c17427d18a
[SECURITY] Fedora 38 Update: rust-sequoia-sop-0.26.1-5.fc38 - package- FEDORA FEDORA-2023-
announce - Fedora Mailing-Lists c08eel112f6
[SECURITY] Fedora 36 Update: rust-sequoia-sg-0.26.0-5.fc36 - package- FEDORA FEDORA-2023-
announce - Fedora Mailing-Lists 7bd6fbb5fa
Patched an infinite loop bug in src/mem.rs, impl Decompress::decompress() by ) MISC
bjrik - Pull Request #86 - alexcrichton/bzip2-rs - GitHub github.com/alexcrichton/bzip2-
rs/pull/86
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https://github.com/alexcrichton/bzip2-rs/pull/86

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

182945 Debian Security Update for rust-bzip2 (CVE-2023-22895)

283764 Fedora Security Update for rust (FEDORA-2023-c17427d18a)

283765 Fedora Security Update for rust (FEDORA-2023-7bd6fbb5fa)

284268 Fedora Security Update for rust (FEDORA-2023-c08ee112f6)

905207 Common Base Linux Mariner (CBL-Mariner) Security Update for mozjs60 (12966)

905484 Common Base Linux Mariner (CBL-Mariner) Security Update for mozjs60 (12966-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Bzip2 Project Bzip2 All All All All

No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@CVEreport CVE-2023-22895 : The bzip2 crate before 0.4.4 for Rust allow attackers to cause a denial of service 2023-01-10
via a large fil... twitter.com/i/web/status/1... 01:08:28
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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