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Summary

CVE CVE-2023-22932

State PUBLIC

Assigner prodsec@splunk.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-14 18:15:00 UTC

Updated 2024-01-09 02:26:00 UTC

Description In Splunk Enterprise 9.0 versions before 9.0.4, a View allows for Cross-Site Scripting (XSS) through the error message in a Base64-encoded image. The vulnerability affects instances with Splunk Web enabled. It does not affect Splunk Enterprise versions below 9.0.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Splunk Splunk All All All All

Application Splunk Splunk Cloud Platform All All All All

References

Reference Source Link Tags

Example Domain MISC example.com

SVD-2023-0202 | Splunk Vulnerability Disclosure MISC advisory.splunk.com

Persistent XSS in RapidDiag through User Interface Views - Splunk Security Content MISC research.splunk.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378004 Splunk Enterprise High-Severity Multiple Vulnerabilities

378039 Splunk Enterprise Persistent Cross-Site Scripting (XSS) Vulnerability (SVD-2023-0202)
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