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Bottles before 51.0 mishandles YAML load, which allows remote code execution via a crafted file.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System

Operating System

Application

Vendor
Fedoraproject
Fedoraproject

Usebottles

Product

Fedora

Fedora

Bottles

Version

37

38

All

Update Edition

All All All
All All All
All All All

Language

REEE ]

Reference

CVE Program record

NVD vulnerability detail

/

[Security]: Vulnerability Patched in 51.0 - Issue #2463 - bottlesdevs/Bottles - GitHub

[SECURITY] Fedora 37 Update: python-vkbasalt-cli-3.1.1.post1-1.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 38 Update: python-vkbasalt-cli-3.1.1.post1-1.fc38 - package-announce - Fedora Mailing-Lists

Source

MISC

[SECURITY] Fedora 38 Update: python-vkbasalt-cli-3.1.1.post1-1.fc38 - package-announce - Fedora Mailing-Lists

FEDORA

[SECURITY] Fedora 37 Update: python-vkbasalt-cli-3.1.1.post1-1.fc37 - package-announce - Fedora Mailing-Lists

FEDORA

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link
github.com
lists.fedorag
lists.fedorag
lists.fedorag
lists.fedorag
WWW.Cve.or

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2023-22970/mitre
https://cve.report/CVE-2023-22970/nist
https://cve.report/CVE-2023-22970/cve_org
https://cve.report/api/cve/CVE-2023-22970.json
https://cve.report/CVE-2023-22970.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/usebottles
http://cve.report/software/usebottles/bottles
https://github.com/bottlesdevs/Bottles/issues/2463
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/N24KI3O3FWGKJSLATY35ZM3CHSABJ6WE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZJZEE4RAAK7OPVQNE4BOWUVQDVSZU6NJ/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ZJZEE4RAAK7OPVQNE4BOWUVQDVSZU6NJ/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/N24KI3O3FWGKJSLATY35ZM3CHSABJ6WE/
https://www.cve.org/CVERecord?id=CVE-2023-22970
https://nvd.nist.gov/vuln/detail/CVE-2023-22970

284003 Fedora Security Update for bottles (FEDORA-2023-328397d034)

284108 Fedora Security Update for bottles (FEDORA-2023-cc571303eb)
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