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Summary

CVE CVE-2023-22995

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-28 05:15:00 UTC

Updated 2023-03-31 11:15:00 UTC

Description In the Linux kernel before 5.17, an error path in dwc3_qcom_acpi_register_core in drivers/usb/dwc3/dwc3-qcom.c lacks certain platform_device_put and kfree calls.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

Februray 2023 Linux Kernel 5.16 Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

usb: dwc3: dwc3-qcom: Add missing platform_device_put() in dwc3_qcom_… · torvalds/linux@fa0ef93 · GitHub MISC github.com

cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-5.17 MISC cdn.kernel.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183277 Debian Security Update for linux (CVE-2023-22995)

200171 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6681-1)

200179 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6686-1)
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200183 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6681-2)

200191 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6686-2)

200192 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6681-3)

200203 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6681-4)

200206 Ubuntu Security Notification for Linux kernel (Oracle) Vulnerabilities (USN-6686-3)

200208 Ubuntu Security Notification for Linux kernel (KVM) Vulnerabilities (USN-6686-4)

200214 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6705-1)

200221 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-6716-1)

200231 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-6686-5)

378710 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0079)

379043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0136)

753808 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0778-1)

753810 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0780-1)

755842 SUSE Enterprise Linux Security Update for the linux kernel (SUSE-SU-2023:0774-1)

907043 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (25318-1)
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