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Summary

CVE CVE-2023-23075

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-01 20:15:00 UTC

Updated 2023-02-08 19:42:00 UTC

Description Cross Site Scripting (XSS) vulnerability in Zoho Asset Explorer 6.9 via the credential name when creating a new Assets Workstation.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Assetexplorer 6.9 - All All

Application Zohocorp Manageengine Assetexplorer 6.9 6900 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6901 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6902 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6903 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6904 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6905 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6906 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6907 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6908 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6909 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6950 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6951 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6952 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6953 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6954 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6955 All All
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Application Zohocorp Manageengine Assetexplorer 6.9 6955 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6956 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6957 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6970 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6971 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6972 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6973 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6974 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6975 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6976 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6977 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6978 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6979 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6980 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6981 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6982 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6983 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6984 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6985 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6986 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6987 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6988 All All

References

Reference Source Link Tags

BugBounty MISC bugbounty.zohocorp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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