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CVE CVE-2023-23080
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-27 14:15:00 UTC
Updated 2023-03-07 16:55:00 UTC
Description Certain Tenda products are vulnerable to command injection. This affects Tenda CP7 Tenda CP7<=V11.10.00.221104140:
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Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Tenda Cp3 - All All All
Operating System Tenda Cp3 Firmware All All All All
Hardware Tenda Cp7 - All All All
Operating System Tenda Cp7 Firmware All All All All
Hardware Tenda [t7-lcs - All All All
Operating System Tenda [t7-Ics Firmware All All All All
Hardware Tenda It7-pcs - All All All
Operating System Tenda [t7-pcs Firmware All All All All
Hardware Tenda [t7-prs - All All All
Operating System Tenda [t7-prs Firmware All All All All
Reference Source Link Tags
iot-vul/Tenda/IPC at main - fxc233/iot-vul - GitHub MISC github.com

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2023-23080/mitre
https://cve.report/CVE-2023-23080/nist
https://cve.report/CVE-2023-23080/cve_org
https://cve.report/api/cve/CVE-2023-23080.json
https://cve.report/CVE-2023-23080.pdf
http://cve.report/vendor/tenda
http://cve.report/software/tenda/cp3
http://cve.report/vendor/tenda
http://cve.report/software/tenda/cp3_firmware
http://cve.report/vendor/tenda
http://cve.report/software/tenda/cp7
http://cve.report/vendor/tenda
http://cve.report/software/tenda/cp7_firmware
http://cve.report/vendor/tenda
http://cve.report/software/tenda/it7-lcs
http://cve.report/vendor/tenda
http://cve.report/software/tenda/it7-lcs_firmware
http://cve.report/vendor/tenda
http://cve.report/software/tenda/it7-pcs
http://cve.report/vendor/tenda
http://cve.report/software/tenda/it7-pcs_firmware
http://cve.report/vendor/tenda
http://cve.report/software/tenda/it7-prs
http://cve.report/vendor/tenda
http://cve.report/software/tenda/it7-prs_firmware
https://github.com/fxc233/iot-vul/tree/main/Tenda/IPC
https://www.cve.org/CVERecord?id=CVE-2023-23080
https://nvd.nist.gov/vuln/detail/CVE-2023-23080

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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